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The new post-pandemic times is also affected by the way in which the field of
defense studies and, within that, military sciences will be built. Some debates can propel
this new era, where informational elements are highlighted. Information is the constant
variable in technological processes that transform strategy and military operating models,
but it is also a defining attribute of how institutions will relate in the years to come.

If, on the one hand, we move through an amount of dissipated information, on
the other, the barriers that interrupt unwanted flows of information are not placed in a safe
or reliable way. Therefore, there is an expressive dissonance between the powerful informa-
tion needs, for the purpose of assertive decisions, and the flows that bring varied insecurities.
In addition to the elements of critical insecurity being endowed with major informational
components — electronic warfare, cross-cutting or transnational threats, cybersecurity and
cyberdefense — the defense attributes of a State are not only defined by its capabilities, since
the informational components affected are both internal and external.

Thus, the contrast between information needs and the inability of institutions
to respond efficiently to these demands seems to be central to the resulting strategic plan-
ning. The renewal of intelligence models, which are much more focused on the treatment

Coleg. Meira Mattos, Rio de Janeiro, v. 14, n. 51, p. v-ix, September/December 2020



Vi

EDITORIAL

of information than on the obsolete conception linked to the models of the last century,
may be the new equation to be solved by States.

Although collaborative regimes are under suspicion, the protocols that drive the
behavior of state actors continue to express interest in some degree of control and sub-
mission of behaviors to the international system (KRAHMANN, 2003; AXELROD;
HAMILTON, 1981). Thus, States cannot fail to observe imperatives caused by third par-
ties, which are added to those of state or interstate expression. A kind of overlapping con-
sensus among the various types of representatives of the informational arena seems to be
composed of some possible common minimums that touch on data privacy, the control
of personal data by private corporations and state entities, the mobilization of falsified
information, and the existence of barriers and parallel universes on the internet.

It is precisely because of parallel environments that insecurities are expressed
about defense systems, with high repercussions in terms of trust and stability. Therefore,
it does not require both a more in-depth, systematic and academic analysis of these vari-
ables, as well as an input on public policies, strategies and doctrines, coming from academ-
ic research. The construction of appropriate methodologies and tools fuels the possibility
of building a hybrid field of studies with critical potential and manifested ordinarily over
the state institutions affected (MEDEIROS, 2016).

In this regard, the possibility of using the so-called OSINT (Open Source Intel-
ligence) can substantially expand the possibilities of analysis inside and outside defense
institutions (GLASSMAN; KANG, 2012). The central idea of using open sources for
the benefit of intelligence systems aims at the conception that the greater the ability to ob-
serve open data, the better the conditions for strategic and operational visibility, since the
virtual world provides a universe of untreated information (BENES, 2013). Even though
OSINT is not characterized as a scientific method, as an instrument, it qualifies research
with the possibility of large-scale qualitative analyses, with a high impact of data science in
the broad epistemological field of defense studies (GONG; CHO; LEE, 2018).

The challenges that affect the collection and analysis of open sources and data show
that the technology paradigm, in addition to affecting the objects of defense studies, guides
the way in which agents and researchers must be trained to analyze security systems (DAVIS;
O’MAHONY, 2017). Added to these are ethical challenges, given that the human interface
with technology exasperates by its limits (HRIBAR; PODBREGAR; IVANUSA, 2014).
The so-called information technology revolution also mobilizes new forms of human
interaction and, for this reason, the new intelligence models are endowed, in addition
to open data, with the so-called Crowdsourcing Intelligence (WILLETT; HEER;
AGRAWALA, 2012). The elements linked to this model highlight not only the means
and type of data collected, but the subjects’ ability to interact for the benefit of obtain-
ing data that increases the visibility of a given subject.

In this sense, the themes related to national security, international security, co-
operative security, are cross-sectional and deserve an input from the informational com-
ponents involved. This includes addressing issues such as: migratory flows from the col-
laboration networks involved; defense economics and information transfer involved in
agreements of various collaborative terms; illicit and human trafhicking and submerged
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connection networks; and new ways of materializing agreements in areas lacking sover-
eignty or contestable sovereignty.

To complement this perspective on the use of data and information technology
in a collaborative and reliable way, a series of methods are adapted and crossed so that the
databases have a mining and the most coherent and secure interpretation to be transmit-
ted by the media, thus facilitating the dissemination of knowledge in the field of defense.

When analyzing decision-making tools, databases, software for checking vari-
ables and analyzing behavior are used in the public and private fields, by governments
and corporations, so they are assisted by technology about future decisions that will affect
their businesses and individuals. In the case of this process, there is responsibility for the
risks and impacts of these decisions analyzed with data collected individually and cate-
gorized for collective understanding and also for the emergence of collective phenomena
that affect national security, defense and development issues.

It is with great satisfaction that we present this edition of Cole¢io Meira Mattos.
This issue has five articles with varied themes, but all contribute substantially to the advance-
ment of research in Military Sciences. In addition, we highlight that the thematic variety —
cyber threats (QUEIROZ; KRISHNA-HENSEL, 2020), conflicts of the future (FON-
FRIA, 2020), drug trafficking (ARIAS HENAO, 2020), military logistics (VIOLANTE
et al., 2020), and geopolitics resources (PEREZ, 2020) — present in this publication represents
well the plurality of themes and agendas that compose the defense area. Enjoy!
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