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Food defense and operational health: Protection against 
Intentional Food Contamination in the Armed Forces

Defensa Alimentaria y Salud Operacional: Protección Contra la Contaminación 
Intencional de Alimentos en las Fuerzas Armadas

Abstract: The intentional adulteration of the food supply chain is a 
concern for governments, organizations, and societies, especially after 
the terrorist attacks of September 11, 2001, resulting in measures 
against intentional food contamination, known as Food Defense. 
This study aimed to systematize evidence on threat assessment and 
procedures that promote Food Defense actions in countries and 
the Armed Forces. The method consisted of a integrative literature 
review with searches in the Web of Science, SciELO, Lilacs, and 
Google Scholar databases. The results of this research reveal the 
application of concepts on the subject through the adoption of 
tools, such as software and checklists, with the development of Food 
Defense systems. In the government area, initiatives related to the 
implementation of legislation on intentional food contamination 
are incipient, except for the United States of America. In Brazil, it is 
necessary to address the Food Defense subject as a national security 
policy to preserve the operational health of the military.
Keywords: Food Defense; Armed Forces; Operational Health; 
Intentional Food Contamination.

Resumen: La adulteración intencional de la cadena de suministro 
de alimentos es una preocupación de gobiernos, organizaciones y 
sociedades, principalmente a partir de los atentados terroristas del 
11 de septiembre de 2001, lo que motivó la adopción de medidas 
frente a este proceso de contaminación, que pasó a denominarse 
defensa alimentaria . El objetivo de este artículo fue sistematizar las 
evidencias en cuanto a la evaluación de amenazas y procedimientos 
que promuevan acciones de defensa alimentaria en países y Fuerzas 
Armadas. El método consistió en una revisión integrativa de la 
literatura, con investigación en las bases Web of Science, SciELO, 
Lilacs e Google Académico. Los resultados revelan la aplicación de 
conceptos sobre el tema mediante el uso de herramientas, como 
software y listas de cotejo, con el desarrollo de sistemas de defensa 
alimentaria. A nivel gubernamental, las iniciativas relacionadas 
con la implementación de legislaciones sobre la contaminación 
intencional de los alimentos son incipientes, con la excepción de 
los Estados Unidos de América. En Brasil, por su parte, es necesario 
tratar la defensa alimentaria como política de seguridad nacional 
para preservación de la salud operacional del efectivo militar.
Palabras clave: Defensa Alimentaria; Fuerzas Armadas; Salud 
Operativa; Contaminación intencional de alimentos.
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1 INTRODUCTION

The global population is expected to reach at least nine billion inhabitants by the 
year 2050, requiring up to 70% more of the resources currently used. This will create the need 
for other productive food systems and the development of sustainable logistics articulations 
(FRITSCHE, 2018).

According to Pitaluga and Le Bourlegat (2022), the food system is the junction 
of elements and activities related to production, processing, distribution, preparation, and 
consuǶptionळ with particularities intrinsic to the food supply chainल bhis configuration pres-
ents a continuous increase in complexity, diversity, and interdependence of domestic and 
global systems, with the development of risk management strategies to protect food supply 
processes from possible adulterations, regardless if intentional or not, establishing param-
eters in order to minimize economic impacts and public health problems (ANDRADE; 
OLIVEIRA; SILVA, 2021).

For decades, the intentional contamination of food has been a concern to various 
sectors in developed countries. In December 2004, at a press conference in which he would 
announce his departure from the U.S. Department of Health and Human Services, then-secre-
tary Tommy Thompson questioned why terrorists had not attacked the food chain in Ameri-
can territory, “because it was so easy to do” (NATIONAL ACADEMY OF SCIENCES, 2006). 
The World Health Organization recognizes the intentional contamination of food as one of 
the greatest health threats of the 21st century, which can be used as a tool for terrorist attacks 
(WORLD HEALTH ORGANIZATION, 2007).

The issue of Food Defense is an important topic in protecting businesses and consum-
ers from internal and external threats (INTERNATIONAL ORGANIZATION FOR STAN-
DARDIZATION, 2019), especially after September 11, 2001, which has since brought a con-
cern about food supply chain security to governments, organizations and societies worldwide. 
The topic of food defense relates to all forms of malicious action to contaminate batches or 
supply chains (MANNING, 2023). The United States Food and Drug Administration (FDA) 
ॠࡳࡳࡱࡳॡ defines food defense as the effort to protect food froǶ acts of intentional adulterationल

The potential impact of intentional contamination on human health can be esti-
mated by extrapolating the many documented examples of unintentional outbreaks of Food 
and Waterborne Diseases (FWD) (SOBEL, 2005). However, some typical cases of intentional 
contamination have gained repercussions among consumers. For example, the contamination 
of lots of strawberries with needles in Australia in 2018, which brought a very negative impact 
on the product with economic losses and the drastic reduction of consumption due to the loss 
of confidence in its sanitary Ȍualityल

According to Andrade, Oliveira and Silva (2021), there is a knowledge gap about 
which food defense strategies need to be addressed, with the need for organizations in the food 
chain to adopt different defense plansल bo identify these strategiesळ it is iǶportant to recogniΝe 
the different agents that can be Ȍualified as threatsळ and which are classified by Banning ॠࡴࡳࡱࡳॡ 
into five categoriesऴ agents that practice espionageव extortionव sabotageव extreǶists and activistsल
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Causing food shortages has always been a method of warfare, with the restric-
tion or destruction of food being a way to obtain Ƕilitary advantage either by offensive or 
defensive actions, and that not infrequently determines the results of a battle (SEVERINO; 
ALMEIDA, 2017).

The objectives of this article were to systematize the evidence on the evaluation of 
threats and procedures that promote actions in food defense, ensure the food supply chain 
protection against intentional contamination; the protection of health and operationality in 
the Brazilian military and abroad, as well as present the history and concepts of food defense 
addressed by different organiΝations and researchersल

2 METHODS

This article was developed by means of a integrative literature review through research 
conducted by the authors. The research sought initial information of a reality for the formu-
lation of hypotheses on the reality of food defense. Bibliographic sources, documents, laws, 
regulations and technical references were used. In addition, existing systems related to food 
defense were studied.

bhe following guiding Ȍuestion was used to coǶplete the researchऴ what are the evi-
dence, concepts and actions in Food Defense used in the military and civilian environments of 
different countriesह sith thisळ the history of incidents of intentional food contaǶinationळ as 
well as the possible characteristics of the individuals who carry out these actions were consid-
ered. For the selection of the studies, the PICO (Participant, Intervention, Comparison, and 
Outcome) strategy was chosen, according to Schveitzer et al. (2016), and described in Table 1. 
The elaboration of the research question and the literature search allowed obtaining the best 
information available and directing the literature review performed. Finally, it is emphasized 
that the search was limited to articles written in English and Portuguese.

Table 1 - Inclusion criteria adopted by means of the PICO strategy

Acronym Definition Description

P Participants Military and Civilian Agencies

I Intervention
Analysis of actions (procedures) in food defense in the 

military and civilian environments of various countries, 
in face of intentional food contamination

C Comparison
Situation of food defense in Brazil and in other nations 

(civil and military environment). History of malicious actions 
of food contamination in Brazil and in the world

O Outcome Armed Forces presenting functional food defense plan

Sourceऴ Urepared by the authorsळ ࡴࡳࡱࡳल
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A retrospective observational study was conducted, organized according to the 
Preferred Reporting Items for Systematic Reviews and Meta Analysis (Prism), based on the 
literature on food defense.

Literature review was independently performed by the main author and a researcher, 
assisted by a selection of studies published in Pubmed; Capes; Scielo; Lilacs; Web Science and 
Google Academic, using the same search criteria for all databases. Regarding the location of 
the articlesळ the following coǶbinations were usedऴ food defense HX food fraud �C� food 
defense AND food fraud OR intentional food contamination AND intentional adulteration. 
bhe references of eligible studies were analyΝed to find other publications of interest by the 
cross-reference method.

Thus, the inclusion factors were defined according to the words and combi-
nations essential to the search, the conceptualizations needed to understand the factors 
linked to intentional food adulteration, and the key characteristics intrinsic to the types 
of threats of this intentional contamination. After the search, the articles were selected by 
title and abstract. Figure 1 presents the sequence for establishing the criteria for inclusion 
of studies in the search.

Figure 1 - Sequence of Criteria for Including Studies

CHARACTERISTIC 
TERMS OF THREATS

SEQUENCE OF CRITERIA FOR 
THE INCLUSION OF STUDIES

TERM COMBINATIONS

ࢤࢣ ࢥࢣ ࢦࢣ

food defense OR food fraud
food defense AND food fraud

intentional food contamination
intentional adulteration

Changes for economic reasons
Malicious contamination of food
Integrity of people and products

espionage
extortion
sabotage

extremism
terrorism

CONCEPT OF FRAUD. 
FOOD DEFENSE AND 

INTEGRITY

Sourceऴ Urepared by the authorsळ ࡴࡳࡱࡳल

There was no limitation as to the period of publication, in order to contemplate the 
scientific production up to the tiǶe of the researchल

After reading the title and abstract, we adopted as exclusion criteria the studies 
that predominantly focused on food safety, whose concepts refer to unintentional contam-
ination of food.

Xeading the articles in their entirety was the final step of inclusionल Hriginal articles Ƕeet-
ing the inclusion and exclusion criteria were consulted and selected. The search was conducted 
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from February 2018 to September 2022. The levels of evidence were ranked according to the 
Grid system of the Methodological Guidelines handbook of the Brazilian Ministry of Health 
(BRASIL, 2014), presented in Chart 1.

Chart 1 - Ranking of levels of evidence

LEVEL DEFINITION IMPLICATIONS SOURCE OF INFORMATION

HIGH

There is strong 
confidence that the true 

effect is close to the 
estimated one

It is unlikely that additional 
worǯ will change confidence 

in the effect estiǶate

- Well-designed clinical trials with a 
representative sample

- In some cases, well-designed 
observational studies with 

consistent findings

MODERATE

There is strong 
confidence that the true 

effect is close to the 
estimated one

Future work may change 
confidence in the effect 
estimate, and may even 

modify the estimate

- Clinical trials with mild 
limitations

- Well-designed observational 
studies with consistent findings

LOW =iǶited confidence in 
the effect

Future work is likely to 
have a major impact on 

our confidence in the effect 
estimate

- Clinical trials with moderate 
limitations. - Comparative 

observational studiesऴ 
cohort and case-control

VERY LOW

�onfidence in the effect 
estimate is very limited. 
There is an important 

degree of uncertainty in 
the findings

�ny effect estiǶate is 
uncertain

- Clinical trials with 
severe limitations

- Comparative observational studies 
with presence of limitations

- Non-comparative 
observational studies

Expert opinion

Sourceऴ �raΝilian Binistry of ,ealth ॠࡵࡲࡱࡳॡल

3 RESULTS AND DISCUSSION

The objectives of this article were to systematize the evidence on the evaluation of 
threats and procedures that promote actions in food defense capable of ensuring the food logis-
tic chain protection against intentional contamination; the protection of health and operation-
ality in the Brazilian military and abroad. In addition, it intends to present a history regarding 
voluntary contaǶinationळ and to investigate soǶe food defense concepts addressed by different 
organizations and researchers.

/n totalळ ࡳࡴ articles were included in the final reviewळ as indicated in the ϱow diagraǶ 
(Figure 2). The results of this review show the diversity of the variables between the types of 
malicious threats practiced, of system vulnerabilities, and the strategies used for analysis and 
adoption of measures related to food defense.

The total of 12 studies surveyed addressed tools for applying food defense checklists 
in a system, infrastructure, or mass food service, enabling assessing the risk of intentional food 
contamination and their levels of evidence, as shown in Table 2.
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Figure 2 - Flow diagram of the studies included in the integrative literature review

Number of studies 
identified on the 
searched database

(n = 50)

Studies available
(n = 50)

Duplicates
(n = 2)

Number of complete 
articles evaluated for 

eligibility
(n = 48)

Studies included in 
the review

(n = 32)IN
C

LU
SI

O
N

EL
EG

IB
IL

IT
Y

C
LA

SS
IF

IC
AT

IO
N

ID
EN

T
IF

IC
AT

IO
N

Studies excluded 
after reading the title 

and abstract
(n = 5)

Studies excluded after 
reading the full text

(n = 11)
Exclusion reasons:

Studies with different 
populations;

Studies that solely 
evaluated vulnerabilities;

Studies about 
the psychology of 

food crimes;
Studies solely about the 

safety of food.

Sourceऴ adapted froǶ Boher et alलळ ࡺࡱࡱࡳ

Table 3 presents 20 studies included in the review after evaluation for inclusion in this 
article. The studies listed in Tables 2 and 3 were those included in the review (n = 32). Based on 
the results obtained in the use of these tools (Table 2) and, together with the application of the 
conceptual bases (Table 3), the conditions for adopting measures that promote actions in food 
defense and ensure the protection of the food supply chain were provided.



Silva; Zanin; de Andrade Lima; Stedefeldt

309Coleç. Meira Mattos, Rio de Janeiro, v. 17, n. 59, p. 303-330, May/August 2023

Ta
bl

e 
2 

- I
nc

lu
de

d 
st

ud
ie

s a
dd

re
ss

in
g 

to
ol

s f
or

 a
ss

es
si

ng
 re

qu
ir

em
en

ts
 in

 F
oo

d 
D

ef
en

se
 a

nd
 le

ve
ls 

of
 ev

id
en

ce

ST
U

D
Y

C
H

A
R

A
C

T
ER

IS
T

IC
S 

O
F 

T
H

E 
SA

M
PL

E
A

C
T

IV
IT

Y
EV

A
LU

AT
IO

N
R

ES
U

LT
LE

V
EL

 O
F 

EV
ID

EN
C

E

U
ni

te
d 

St
at

es
 D

ep
ar

tm
en

t 
of

 A
gr

ic
ul

tu
re

 (2
00

7)
A

ni
m

al 
pr

od
uc

t t
ra

di
ng

 fa
ci

lit
ies

 
in

 th
e U

ni
te

d 
St

at
es

 o
f A

m
er

ica
Po

ul
try

 an
d 

ca
ttl

e 
sla

ug
ht

er
in

g

Ev
alu

at
io

n 
of

 
vu

ln
er

ab
ili

tie
s i

n 
Fo

od
 

D
ef

en
se

 in
 th

e a
ud

ite
d 

fa
ci

lit
ies

R
ed

uc
tio

n 
of

 th
e r

isk
 o

f 
m

ali
ci

ou
s a

ct
io

n 
du

rin
g 

po
ul

try
 an

d 
ca

ttl
e s

lau
gh

te
r 

op
er

at
io

ns
 in

 fa
ci

lit
ies

 in
 th

e 
U

ni
te

d 
St

at
es

 o
f A

m
er

ica

H
IG

H

U
ni

te
d 

St
at

es
 o

f A
m

er
ica

 
(2

00
9a

)

A
ni

m
al 

pr
od

uc
ts 

sla
ug

ht
er

in
g 

an
d 

pr
oc

es
sin

g f
ac

ili
tie

s i
n 

th
e 

U
ni

te
d 

St
at

es
 o

f A
m

er
ica

A
ni

m
al 

pr
od

uc
t t

ra
di

ng
 

fa
ci

lit
ies

 in
 th

e U
ni

te
d 

St
at

es
 

of
 A

m
er

ica

R
ed

uc
tio

n 
of

 th
e r

isk
 o

f 
m

ali
ci

ou
s a

ct
io

n 
du

rin
g 

pr
oc

es
sin

g a
nd

 st
or

ag
e o

f 
pr

od
uc

ts 
of

 an
im

al 
or

ig
in

 in
 

th
e U

ni
te

d 
St

at
es

 o
f A

m
er

ica

H
IG

H

U
ni

te
d 

St
at

es
 o

f A
m

er
ica

 
(2

00
9b

)
Fo

od
 co

m
pa

ni
es

 in
 m

ul
tip

le 
na

tio
ns

Fo
od

 su
pp

ly
 ch

ain
W

or
ld

w
id

e u
se

 o
f f

re
e 

so
ftw

ar
e C

ar
ve

r +
 

Sh
oc

k 
Pr

im
er

H
IG

H

In
di

an
a S

ta
te

 D
ep

ar
tm

en
t 

of
 H

ea
lth

 (2
01

1)

Pr
od

uc
in

g,
 p

ro
ce

ssi
ng

, 
an

d 
fo

od
 se

rv
ice

 fa
ci

lit
ies

 in
 th

e 
sta

te
 o

f I
nd

ian
a (

U
SA

)

Fo
od

 S
up

pl
y C

ha
in

 in
 th

e 
St

at
e o

f I
nd

ian
a (

U
SA

)

St
an

da
rd

iza
tio

n 
of

 th
e 

sta
te

w
id

e f
oo

d 
de

fe
ns

e 
ev

alu
at

io
n 

m
et

ho
d

H
IG

H

U
ni

te
d 

St
at

es
 o

f A
m

er
ica

 
(2

01
2)

Sc
ho

ol
 fe

ed
in

g f
ac

ili
tie

s i
n 

th
e 

U
ni

te
d 

St
at

es
 o

f A
m

er
ica

Ed
uc

at
io

n
R

ed
uc

in
g t

he
 ri

sk
 o

f 
in

te
nt

io
na

l c
on

ta
m

in
at

io
n 

or
 

ad
ul

te
ra

tio
n 

of
 sc

ho
ol

 fo
od

H
IG

H

K
ra

ft 
Fo

od
s (

20
15

) 
(C

ur
re

nt
 K

ra
ft 

H
ein

z)
C

om
pa

ni
es

 su
pp

ly
in

g i
ng

re
di

en
t 

to
 p

re
pa

re
 fo

od
 p

ro
du

ct
s

Fo
od

 co
m

pa
ny

C
om

pa
ny

’s 
su

pp
lie

rs
 

ev
alu

at
io

n

A
do

pt
io

n 
of

 p
ro

ce
du

re
s t

o 
pr

ev
en

t t
he

 re
ce

ip
t o

f r
aw

 
m

at
er

ial
s c

on
ta

m
in

at
ed

 b
y 

m
ali

ci
ou

s a
ct

io
n

LO
W co

nt
in

ue



*ǝǝd defenǙe and ǝǜeratiǝnal ǤealtǤ

310 Coleç. Meira Mattos, Rio de Janeiro, v. 17, n. 59, p. 303-330,  May/August 2023

ST
U

D
Y

C
H

A
R

A
C

T
ER

IS
T

IC
S 

O
F 

T
H

E 
SA

M
PL

E
A

C
T

IV
IT

Y
EV

A
LU

AT
IO

N
R

ES
U

LT
LE

V
EL

 O
F 

EV
ID

EN
C

E

D
LA

 T
ro

op
 S

up
po

rt 
(D

EF
EN

SE
 L

O
G

IS
T

IC
S 

A
G

EN
C

Y,
 2

01
6)

 C
om

ba
t 

lo
gi

sti
cs

 su
pp

or
t a

ge
nc

y 
fo

r t
he

 U
ni

te
d 

St
at

es
 o

f 
A

m
er

ica
 m

ili
ta

ry
 fo

rc
es

Fo
od

 su
pp

lie
rs

 u
nd

er
 co

nt
ra

ct
 

w
ith

 th
e D

ef
en

se
 L

og
ist

ic
s 

A
ge

nc
y

Fo
od

 su
pp

ly
 ch

ain

A
ud

iti
ng

 co
m

pa
ni

es
 

on
 th

e i
m

pl
em

en
ta

tio
n 

an
d 

ap
pl

ica
tio

n 
of

 th
e 

fu
nd

am
en

ta
ls 

in
 F

oo
d 

D
ef

en
se

 b
y c

om
pa

ni
es

 
su

pp
ly

in
g f

oo
d 

to
 

m
ili

ta
ry

 o
rg

an
iza

tio
ns

R
ed

uc
in

g r
isk

s o
f r

ec
eiv

in
g 

in
te

nt
io

na
lly

 co
nt

am
in

at
ed

 
fo

od
stu

ffs
 b

y Ƕ
ili

ta
ry

 tr
oo

ps
 

su
pp

or
te

d 
by

 th
e a

ge
nc

y

H
IG

H

U
ni

ve
rs

id
ad

e d
e L

isb
oa

(P
O

RT
U

G
A

L,
 2

01
7)

Fo
od

 in
du

str
ial

 p
lan

ts 
in

 
Po

rtu
ga

l
A

ni
m

al 
pr

od
uc

ts 
in

du
str

y

Ev
alu

at
io

n 
of

 th
e 

im
pl

em
en

ta
tio

n 
of

 fo
od

 d
ef

en
se

 
re

qu
ire

m
en

ts

Fo
od

 d
ef

en
se

 ch
ec

kl
ist

 fo
r 

fo
od

 in
du

str
y o

pe
ra

to
r 

de
ve

lo
pe

d 
an

d 
ap

pl
ied

M
O

D
ER

AT
E

Se
ve

rin
o;

 A
lm

eid
a 

ॠࡳ
ࡲࡱ

ॡࡸ
 $

oo
d 

�
ef

en
se

ऴ 
M

an
ag

em
en

t s
ys

te
m

s 
ag

ain
st 

fo
od

 te
rr

or
ism

C
om

pa
ni

es
 in

 th
e s

up
pl

y c
ha

in
R

es
ea

rc
h 

an
d 

D
ev

elo
pm

en
t

M
an

ag
em

en
t s

ys
te

m
s 

ag
ain

st 
fo

od
 te

rr
or

ism
R

ed
uc

in
g t

he
 ri

sk
 o

f f
oo

d 
te

rr
or

ism
 ac

tio
ns

M
O

D
ER

AT
E

Br
iti

sh
 S

ta
nd

ar
ds

 
In

sti
tu

tio
n 

PA
S 

96
 (2

01
7)

Fo
od

 co
m

pa
ni

es
Fo

od
 su

pp
ly

 ch
ain

Ev
alu

at
io

n 
of

 th
re

at
s 

an
d 

vu
ln

er
ab

ili
tie

s i
n 

Fo
od

 D
ef

en
se

Pr
ot

ec
tio

n 
of

 th
e i

nt
eg

rit
y a

nd
 

sa
ni

ty
 o

f f
oo

d 
an

d 
fo

od
 ch

ain
 

Fo
od

 D
ef

en
se

 
H

IG
H

Po
rtu

gu
es

e A
rm

y (
20

17
)

Fo
od

 se
rv

ice
s o

f t
he

 
Po

rtu
gu

es
e A

rm
y

M
ili

ta
ry

A
do

pt
io

n 
of

 p
ro

ce
du

re
s 

to
 el

im
in

at
e r

isk
s 

of
 in

te
nt

io
na

l f
oo

d 
co

nt
am

in
at

io
n 

in
 p

ea
ce

tim
e 

an
d 

m
ili

ta
ry

 o
pe

ra
tio

ns
 o

f 
th

e P
or

tu
gu

es
e A

rm
y

H
IG

H

N
AT

O
 (2

01
9)

N
or

th
 A

tla
nt

ic
 T

re
at

y 
O

rg
an

iza
tio

n 
(N

AT
O

) 
fo

od
 se

rv
ice

s.
M

ili
ta

ry

A
do

pt
io

n 
of

 p
ro

ce
du

re
s t

o 
eli

m
in

at
e r

isk
s o

f i
nt

en
tio

na
l 

fo
od

 co
nt

am
in

at
io

n 
an

d 
m

ain
te

na
nc

e o
f o

pe
ra

tio
na

lit
y 

in
 th

e d
iff

er
en

t H
pe

ra
tio

ns
 o

f 
th

e o
rg

an
iza

tio
n

H
IG

H

So
ur

ce
ऴ U

re
pa

re
d 

by
 th

e a
ut

ho
rs

ळ ࡳ
ࡳࡱ

लࡴ

Ta
bl

e 2
 –

 C
on

tin
ua

tio
n 



Silva; Zanin; de Andrade Lima; Stedefeldt

311Coleç. Meira Mattos, Rio de Janeiro, v. 17, n. 59, p. 303-330, May/August 2023

Ta
bl

e 3
 - 

St
ud

ie
s i

nc
lu

de
d 

in
 th

e i
nt

eg
ra

tiv
e r

ev
ie

w
 ad

dr
es

sin
g 

co
nc

ep
tu

al
 is

su
es

ST
U

D
Y

G
R

O
U

P 
O

F 
IN

T
ER

ES
T

A
C

T
IV

IT
Y

O
BJ

EC
T

IV
E

R
ES

U
LT

W
or

ld
 H

ea
lth

 
R

ep
or

t (
20

07
)

W
or

ld
 H

ea
lth

 
O

rg
an

iza
tio

n 
M

em
be

r S
ta

te
s

H
ea

lth
 p

ro
te

ct
io

n
Pr

om
ot

e i
nt

er
na

tio
na

l d
isc

us
sio

ns
 an

d 
ex

er
ci

se
s o

n 
bi

ot
er

ro
ris

m
/d

en
tifi

ca
tio

n 
of

 ri
sǯ

s a
nd

 Ƕ
et

ho
ds

 o
f 

co
nt

ain
m

en
t a

nd
 co

nt
ro

l

W
or

ld
 H

ea
lth

 
O

rg
an

iza
tio

n 
(2

00
8)

W
or

ld
 H

ea
lth

 
O

rg
an

iza
tio

n 
M

em
be

r S
ta

te
s

Fo
od

 p
re

pa
ra

tio
n,

 
pr

od
uc

tio
n 

an
d 

pr
oc

es
sin

g

W
ar

n 
th

e M
em

be
r S

ta
te

s a
bo

ut
 th

e p
os

sib
ili

ty
 

of
 fo

od
 b

ein
g u

se
d 

as
 a 

ve
hi

cle
 fo

r t
er

ro
ris

t 
ac

ts,
 an

d 
pr

ov
id

e g
ui

da
nc

e o
n 

co
un

te
rin

g,
 

pr
ev

en
tin

g,
 an

d 
re

sp
on

di
ng

 to
 su

ch
 ac

ts

G
ui

de
 to

 st
re

ng
th

en
in

g,
 p

re
ve

nt
in

g,
 an

d 
re

sp
on

di
ng

 to
 ac

ts 
of

 fo
od

 te
rr

or
ism

M
ar

a; 
M

cG
ra

th
 

(2
00

9)
T

he
 U

ni
te

d 
St

at
es

 
A

rm
y

M
ili

ta
ry

 lo
gi

sti
cs

D
isc

us
s t

he
 m

os
t v

ul
ne

ra
bl

e a
re

as
 o

f t
he

 
U

ni
te

d 
St

at
es

 m
ili

ta
ry

 fo
od

 su
pp

ly
 an

d 
Fo

od
 D

ef
en

se
 fo

r t
ro

op
s s

ta
tio

ne
d 

ou
ts

id
e t

he
 U

.S
. T

er
rit

or
y

G
ui

de
 to

 th
e A

m
er

ica
n 

Fo
od

 D
ef

en
se

 sy
ste

m
 in

 
th

e p
ro

ce
sse

s o
f p

ro
cu

re
m

en
t, 

pr
ep

ar
at

io
n,

 an
d 

pr
ot

ec
tio

n 
at

 U
.S

. m
ili

ta
ry

 in
sta

lla
tio

ns

D
alz

iel
 (2

00
9)

Fo
od

 su
pp

ly
 ch

ain
N

at
io

na
l S

ec
ur

ity

C
om

pr
eh

en
siv

el
y 

ex
am

in
e a

nd
 sy

st
em

at
iz

e 
al

l i
nc

id
en

ts
 o

f m
al

ic
io

us
 an

d 
in

te
nt

io
na

l 
co

nt
am

in
at

io
n 

of
 th

e s
up

pl
y 

ch
ai

n,
 

w
he

re
 th

e s
up

pl
y 

ch
ai

n 
is 

a v
eh

ic
le

 fo
r 

di
ss

em
in

at
io

n 
of

 th
es

e c
he

m
ic

al
, b

io
lo

gi
ca

l 
ph

ys
ic

al
 an

d 
nu

cl
ea

r a
ge

nt
s

Pr
od

uc
tio

n 
of

 su
rv

ey
 m

at
er

ial
 o

n 
in

te
nt

io
na

l c
on

ta
m

in
at

io
n 

of
 th

e 
fo

od
 su

pp
ly

 ch
ain

 at
 gl

ob
al 

lev
el

A
sso

ci
at

io
n 

Fr
an

ça
ise

 d
e 

N
or

m
ali

sa
tio

n 
(2

01
5)

Fr
en

ch
 fo

od
 

pr
od

uc
tio

n 
ch

ain

Fo
od

 p
re

pa
ra

tio
n,

 
pr

od
uc

tio
n 

an
d 

pr
oc

es
sin

g

Pr
om

ot
in

g F
oo

d 
D

ef
en

se
 in

 th
e 

Fr
en

ch
 su

pp
ly

 ch
ain

G
ui

de
 fo

r p
ro

te
ct

in
g t

he
 F

re
nc

h 
fo

od
 ch

ain
 

ag
ain

st 
m

ali
ci

ou
s, 

cr
im

in
al 

or
 te

rr
or

ist
 ac

tio
ns

M
an

ni
ng

; S
oo

n 
(2

01
6)

R
es

ea
rc

h
C

on
ce

pt
ua

l l
ite

ra
tu

re
 re

vi
ew

$i
nd

in
g c

on
tra

di
ct

or
y d

efi
ni

tio
ns

 in
 li

te
ra

tu
re

व 
co

m
pa

rin
g a

nd
 co

nt
ra

sti
ng

 ex
ist

in
g f

oo
d 

cr
im

e 
ris

k 
as

se
ssm

en
t t

oo
ls 

an
d 

th
eir

 ap
pl

ica
tio

n

co
nt

in
ue



*ǝǝd defenǙe and ǝǜeratiǝnal ǤealtǤ

312 Coleç. Meira Mattos, Rio de Janeiro, v. 17, n. 59, p. 303-330,  May/August 2023

ST
U

D
Y

G
R

O
U

P 
O

F 
IN

T
ER

ES
T

A
C

T
IV

IT
Y

O
BJ

EC
T

IV
E

R
ES

U
LT

Se
ve

rin
o;

 A
lm

eid
a 

(2
01

7)

Fo
od

 p
ro

du
ct

io
n 

ch
ain

 in
 P

or
tu

ga
l a

nd
 

Po
rtu

gu
es

e-
sp

ea
ki

ng
 

co
un

tri
es

Fo
od

 p
re

pa
ra

tio
n,

 
pr

od
uc

tio
n 

an
d 

pr
oc

es
sin

g

D
isc

us
s m

et
ho

do
lo

gi
es

 ag
ain

st 
in

te
nt

io
na

l f
oo

d 
co

nt
am

in
at

io
n

G
ui

de
 o

n 
in

te
gr

at
io

n 
of

 fo
od

 sa
fe

ty
 

m
an

ag
em

en
t s

ys
te

m
s

D
av

id
so

n,
 et
 a
l. 

(2
01

7)
Eu

ro
pe

an
 fo

od
 

pr
od

uc
tio

n 
ch

ain
Fo

od
 su

pp
ly

 ch
ain

 at
 

pr
e-

re
ta

il 
sta

ge
A

na
ly

ze
 h

ow
 fo

od
 d

ef
en

se
 co

nt
rib

ut
es

 to
 th

e 
in

te
gr

ity
 o

f t
he

 fo
od

 su
pp

ly
 ch

ain

D
em

on
str

at
ed

 h
ow

 F
oo

d 
D

ef
en

se
 

sh
ou

ld
 b

e a
n 

in
te

gr
al 

pa
rt 

of
 fo

od
 su

pp
ly

 
ch

ain
 in

te
gr

ity
, r

at
he

r t
ha

n 
ju

st 
an

 
af

te
rth

ou
gh

t a
fte

r a
n 

in
ci

de
nt

M
in

ist
ry

 o
f D

ef
en

se
 

(B
R

A
ZI

L,
 2

01
8)

M
ili

ta
ry

 p
er

so
nn

el 
fr

om
 B

ra
zil

’s 
N

av
y, 

A
rm

y, 
an

d 
A

ir 
Fo

rc
e

M
ili

ta
ry

 lo
gi

sti
cs

D
isc

us
s t

he
 im

pl
em

en
ta

tio
n 

of
 th

e F
oo

d 
D

ef
en

se
 sy

ste
m

 w
ith

in
 B

ra
zil

’s 
m

ili
ta

ry
 sc

op
e

C
re

at
io

n 
of

 th
e w

or
ki

ng
 gr

ou
p 

on
 F

oo
d 

D
ef

en
se

 o
f t

he
 M

in
ist

ry
 o

f D
ef

en
se

U
ni

te
d 

St
at

es
 o

f 
A

m
er

ica
 (2

01
8)

Fo
od

 fa
ci

lit
ies

 in
 

th
e U

ni
te

d 
St

at
es

 o
f 

A
m

er
ica

Fo
od

 sa
fe

ty
 an

d 
in

sp
ec

tio
n 

se
rv

ice
D

ev
elo

p 
a 4

-p
ha

se
 fo

od
 d

ef
en

se
 p

lan
Fu

nc
tio

na
l F

oo
d 

D
ef

en
se

 P
lan

Fi
gu

eir
a (

20
18

)
M

ea
t s

ea
so

ni
ng

 
pr

od
uc

tio
n 

co
m

pa
ni

es
Ed

uc
at

io
n 

an
d 

re
se

ar
ch

D
es

cr
ib

e t
he

 p
os

sib
le 

fo
rm

s o
f i

nt
en

tio
na

l 
co

nt
am

in
at

io
n 

in
 th

e i
np

ut
s u

se
d 

in
 m

ea
t 

se
as

on
in

g p
ro

du
ct

io
n 

pl
an

t

Id
en

tif
yi

ng
 vu

ln
er

ab
ili

ty
 an

d 
cr

ea
tin

g F
oo

d 
D

ef
en

se
 p

lan
 fo

r m
ea

t p
ro

du
ct

 in
pu

t f
ac

to
ry

M
oe

rm
an

 (2
01

8)
A

gr
ic

ul
tu

re
 an

d 
fo

od
 

pr
od

uc
tio

n 
in

du
str

y
Ed

uc
at

io
n 

an
d 

re
se

ar
ch

Ur
ov

id
in

g a
n 

ov
er

vi
ew

 o
f d

iff
er

en
t 

ta
rg

et
s p

ro
ne

 to
 ac

ts 
of

 in
te

nt
io

na
l f

oo
d 

co
nt

am
in

at
io

n

G
ui

da
nc

e o
n 

Fo
od

 D
ef

en
se

 in
 

pr
ac

tic
e i

n 
th

e p
ha

se
s o

f o
pe

ra
tio

ns
, 

re
ce

iv
in

g,
 st

or
ag

e, 
pr

oc
es

sin
g,

 p
ac

ka
gi

ng
, 

an
d 

sh
ip

pi
ng

 o
f p

ro
du

ct
s

M
an

ni
ng

 (2
01

9)
Fo

od
 fa

ci
lit

ies
R

es
ea

rc
h

Po
sit

io
ni

ng
 F

oo
d 

D
ef

en
se

 as
 a 

su
pp

ly
 ch

ain
 

ris
k 

m
iti

ga
tio

n 
str

at
eg

y
Ur

od
uc

tio
n 

of
 Ƕ

at
er

ial
 re

fin
in

g t
he

 
ta

xo
no

m
y o

f f
oo

d 
de

fe
ns

e t
hr

ea
ts

Ta
bl

e 3
 –

 C
on

tin
ua

tio
n 

co
nt

in
ue



Silva; Zanin; de Andrade Lima; Stedefeldt

313Coleç. Meira Mattos, Rio de Janeiro, v. 17, n. 59, p. 303-330, May/August 2023

ST
U

D
Y

G
R

O
U

P 
O

F 
IN

T
ER

ES
T

A
C

T
IV

IT
Y

O
BJ

EC
T

IV
E

R
ES

U
LT

C
ha

m
m

em
; I

ssa
ou

i; 
D

e A
lm

eid
a e

t a
l. 

(2
01

9)

Fo
od

 in
du

str
y a

t a
ll 

sta
ge

s a
nd

 co
ns

um
er

s
R

es
ea

rc
h

D
isc

us
sin

g t
he

 re
gu

lat
or

y 
ch

ar
ac

te
ris

tic
s o

f f
oo

d 
co

nt
ro

l a
ge

nc
ies

, 
in

 d
iff

er
en

t r
eg

io
ns

 o
f t

he
 w

or
ld

Pr
od

uc
tio

n 
of

 m
at

er
ial

 o
n 

th
e s

ub
jec

t

Lo
pe

s, 
et

 al
. (

20
20

)
D

air
y p

ro
ce

ssi
ng

 
in

du
str

y
Ed

uc
at

io
n 

an
d 

re
se

ar
ch

A
sse

ssi
ng

 th
e p

er
ce

pt
io

n 
of

 th
e B

ra
zil

ian
 d

air
y 

pr
oc

es
so

rs
 re

ga
rd

in
g f

oo
d 

de
fe

ns
e

In
 th

e v
ie

w
 o

f t
he

 co
m

pa
ni

es
 au

di
te

d 
in

 
Br

az
il 

on
 F

oo
d 

D
ef

en
se

, e
xt

er
na

l s
af

et
y 

w
as

 
th

e m
os

t i
m

po
rt

an
t (

84
%

), 
fo

llo
w

ed
 b

y 
pe

rs
on

al
 sa

fe
ty

 (8
2%

), 
ge

ne
ra

lit
ie

s (
81

%
), 

an
d 

in
te

rn
al

 sa
fe

ty
 (7

4%
)

C
en

tre
 fo

r t
he

 
Pr

ot
ec

tio
n 

of
 N

at
io

na
l 

In
fra

str
uc

tu
re

 (2
02

1)

T
he

 U
K

 ag
ric

ul
tu

re
 

se
ct

or
Se

cu
rit

y o
f t

he
 U

K
 

in
fr

as
tru

ct
ur

e a
re

as

Pr
ov

id
in

g p
ro

te
ct

io
n 

to
 ar

ea
s 

co
ns

id
er

ed
 cr

iti
ca

l t
o 

th
e U

K
 in

fr
as

tru
ct

ur
e, 

in
clu

di
ng

 ag
ric

ul
tu

re
Pr

ot
ec

tio
n 

of
 p

hy
sic

al 
an

d 
cy

be
r f

ac
ili

tie
s

A
lv

es
 (2

02
1)

Th
e E

ur
op

ea
n 

U
ni

on
 

ag
ric

ul
tu

re
 se

ct
or

N
at

io
na

l s
ec

ur
ity

 
an

d 
de

fe
ns

e

Fo
od

 D
ef

en
se

 as
 an

 in
str

um
en

t o
f p

re
ve

nt
io

n 
ag

ain
st 

ag
ro

te
rr

or
ism

, t
er

ro
ris

m
 an

d 
fo

od
 

cr
im

e i
n 

th
e E

ur
op

ea
n 

U
ni

on

Pr
od

uc
tio

n 
of

 m
at

er
ial

 ex
po

sin
g t

he
 p

os
sib

ili
ty

 
of

 u
sin

g p
at

ho
ge

ns
 in

 su
pp

ly
 ch

ain
s

Pr
aia

; H
en

riq
ue

s 
(2

02
1)

M
ea

t f
oo

d 
in

du
str

y 
in

 P
or

tu
ga

l
R

es
ea

rc
h

Fo
od

 D
ef

en
se

 A
ud

its
 in

 
m

ea
t p

ro
du

ct
s i

nd
us

tri
es

qe
rifi

ca
tio

n 
of

 vu
ln

er
ab

ili
tie

s a
nd

 
no

n-
ex

ist
en

ce
 o

f f
oo

d 
de

fe
ns

e p
lan

s

R
ap

id
 A

ler
t S

ys
te

m
 

fo
r F

oo
d 

an
d 

Fe
ed

 
(2

02
2)

Fo
od

 ch
ain

 in
 th

e 
Eu

ro
pe

an
 U

ni
on

 
m

em
be

r c
ou

nt
rie

s

Fo
od

 sa
fe

ty
 in

 th
e 

Eu
ro

pe
an

 U
ni

on

Pr
om

ot
e e

xc
ha

ng
e o

f i
nf

or
m

at
io

n 
be

tw
ee

n 
th

e E
ur

op
ea

n 
U

ni
on

 M
em

be
r C

ou
nt

rie
s 

in
 su

pp
or

t o
f h

ea
lth

 au
th

or
iti

es
 fo

r a
 ra

pi
d 

re
ac

tio
n 

in
 ca

se
s o

f p
ub

lic
 h

ea
lth

 ri
sk

s

Fo
od

 p
ro

te
ct

io
n 

in
 th

e 
Eu

ro
pe

an
 U

ni
on

 M
em

be
rs

So
ur

ce
ऴ U

re
pa

re
d 

by
 th

e a
ut

ho
rs

ळ ࡳ
ࡳࡱ

लࡴ

Ta
bl

e 3
 –

 C
on

tin
ua

tio
n 

co
nt

in
ue



*ǝǝd defenǙe and ǝǜeratiǝnal ǤealtǤ

314 Coleç. Meira Mattos, Rio de Janeiro, v. 17, n. 59, p. 303-330,  May/August 2023

3.1 History

History describes several examples of supply disruptions or purposeful food con-
tamination being used as military attacks on the enemy (BUCHANAN; APPEL, 2010). 
bhe৺ iǶportance of logistical support has long been considered vital to staying in coǶbatळ 
legitiǶiΝing the faǶous phrase asserted by Capoleon �onaparteऴ উ�n arǶy Ƕarches on its 
stomach” (BRAZIL, 2019a).

The history of intentional contamination events is highlighted in the studies pre-
sented by Dalziel (2009), Severino; Almeida (2017) and Praia; Henriques (2021) (Table 3).

During the siege of Leningrad in World War II, Hitler sought extermination by starva-
tion of the doǶinated populationsळ as recorded by Bax ,astings ॠࡳࡲࡱࡳॡऴ

Professor Ernst Ziegelmeyer of the Munich Nutrition Institute - one of the many 
scientists who gave diabolical advice to the Nazis - was consulted about the practi-
calities (imposing starvation on Leningrad). He agreed that there was no need for a 
battle; it would be impossible for the Russians to provide their besieged citizens with 
Ƕore than ࡱࡶࡳ graǶs of bread per dayळ a ration insuϨcient to sustain huǶan life for 
an extended period of tiǶeल ॠ,�Sb/C%Sळ ࡳࡲࡱࡳळ pल৺ࡴࡹࡲॺࡵࡹࡲॡ

In 2001, material found at the Tarnak farm training camp in Afghanistan sug-
gested the interest of the terrorist group Al-Qaeda in pathogens of plant and animal origin 
(DALZIEL, 2009).

$roǶ ࡹࡺࡺࡲ to ࡹࡱࡱࡳळ the following agents have been identified as being involved in 
deliberate food contaǶination eventsऴ arsenicळ cyanideळ fecesळ herbicideळ household cleaning 
chemical, insecticide, nicotine sulfate, pesticide, rodenticide, and tetramine. It is worth noting 
that some countries have already experienced intentional contamination events with repercus-
sions on public health, for example, Australia, Canada, China/Hong Kong, Iraq, Italy, Japan, 
Korea, the Philippines, Taiwan, Thailand, and the United States of America (DALZIEL, 2009).

In Brazil, the Figueiredo Report describes that the Cinta Larga tribe in Mato Grosso 
would have been exterminated in July 1963 due to dynamites thrown from an airplane toward 
the indigenous community. In addition, it is known that strychnine, a toxic substance, was 
added to sugar. This crime became known as the Massacre of Parallel 11, resulting in 3,500 
indigenous deaths (VANÇAN; RODRIGUES, 2021).

In 1981, Spain had one of the largest outbreaks in history, in which a case called Toxic 
Oil Syndrome was reported, leaving 19,904 people sick and more than 300 people dead. The 
Raelca company was distributing olive oil characterized as pure, but in a suspect product dena-
tured rapeseed oil was found with 2% aniline mixed with animal and vegetable fat (MCKAY; 
SCHARMAN, 2015). This case refers to a crime against public health, due to an adulteration 
for economic reasons (food fraud).

/n ࡺࡹࡺࡲळ a shipǶent of grapes froǶ �hile was identified as being contaǶinated with 
cyanide. An anonymous tip made to the United States Embassy in Santiago alerted the authori-
ties about the potential intentional contamination. The FDA banned imports of fruit produced 
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on Chilean territory, including nectarines, plums, peaches, apples, pears, raspberries, and straw-
berries, among others. At the time, fruit exports represented the second most important eco-
nomic activity in the Latin American country. The incident resulted in the loss of US $300 
million in revenue, and consumers became suspicious of products of Chilean origin (FOOD 
AND DRUG ADMINISTRATION, 2015).

In the last three decades, there have been some cases caused by the deliberate use of 
biological agentsल Coteworthy is the salǶonellosis outbreaǯ thatळ in ࡵࡹࡺࡲळ affected ࡲࡶࡸ peo-
pleळ with ࡶࡵ hospitaliΝations due to contaǶination of a restaurant salad buffet perpetrated by 
an Indian religious sect (RAMBAUSKE; CARDOSO; NAVARRO, 2014).

In 2018, Australia investigated a series of cases in which sewing needles were found 
inside strawberries sold at retail, a fact reported in at least six states and territories. One man 
was taken to hospital after eating one of the fruits. Several brands of the product have been 
pulled from the country’s shelves, while New Zealand’s largest supermarkets have stopped 
selling Australian strawberries as a precautionary measure. At the time, Australia’s Minister 
of Health, Greg Hunt, said that such an action was a brutal crime as well as an attack on the 
public. In 2018, Australia revised its food protection regulations based on these incidents of 
intentional adulteration (BASHURA, 2020).

�rainard and ,unter ॠࡷࡲࡱࡳॡ verified ࡵࡹ incidents of water supply poisoningळ of 
which ࡶࡷ were against the consuǶing coǶǶunity and ࡺलࡶ affected the water supply of 
police, military, or refugees. With regard to food, the authors report that out of a total of 224 
attacǯsळ ࡶࡳ were unaccounted forव ࡳࡳ were for extortionव ࡱࡲ were for other financial rea-
sons; 16% were politically motivated; 9% were malicious attacks; 5% were for labor disputes, 
and 12% were for other reasons.

Chart 2 lists some incidents in which malicious actions of intentional food contam-
ination had repercussions in the media for the consequences (social, political, economic or 
health) of the malicious act.

Chart 2 - Incidents of intentional food contamination with media repercussions and their motivations

Date Site Event Motivation

1984 Oregon (USA) Salmonella sp. contamination in 
ready-to-eat salads in a restaurant 

Boycott of local elections by 
the Rajneesh sect

1990 United 
Kingdom

Food contamination with 
glass and razor blades Malicious contamination

2005 England Contamination of bread with 
needle fragments Malicious contamination

2008 China Infant milk powder adulterated with melanin Economic Motivation

2013 Not reported Substitution of alcoholic beverages with acids Malicious contamination

2018 Australia Series of cases where sewing needles were 
found inside strawberries sold in retail No rational reason for the action

Sourceऴ �dapted froǶ �alΝiel ॠࡺࡱࡱࡳॡव Severinoव �lǶeida ॠࡸࡲࡱࡳॡव Uraiaव ,enriȌues ॠࡲࡳࡱࡳॡल
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3.2 Concepts

The concepts of safety, accessibility, defense, fraud and quality share some seman-
tic features, and hold proximity to each other when it comes to food area (SEVERINO; 
ALMEIDA, 2017).

The term food safety, associated with food sanitary safety, refers to the conditions 
and practices to preserve the safety of food in the production chain. Its goal is to pay atten-
tion to biological, physical or chemical hazards in order to avoid contamination and food- 
and water-borne illnesses (DTHA) (SEVERINO, 2016).

In turn, food security (accessibility) is def ined by the World Health Organiza-
tion(2002) “as suff icient, safe access to food with suff icient nutrients to maintain peo-
ple’s health and life”. The concept of accessibility is multidimensional and refers both to 
the security of food supply and the physical and economic accessibility of nutritious food 
(SEVERINO; ALMEIDA, 2017).

Food fraud, in turn, including the subcategory of economically motivated adul-
teration (EMA), is an intentional illegal action for economic gain (SPINK, et al., 2019). 
Incidents of this type of fraud pose a considerable threat to the economic stability of 
the agri-food industry, as well as the health and welfare of consumers (LEE; FENOFF; 
SPINK, 2021).

The broader concept of food quality refers to the characteristics that determine 
the value of the product for customers and consumers, and the ability of food to satisfy the 
needs of those who consume it (SEVERINO; ALMEIDA, 2017). According to Moerman 
(2018), food quality also refers to the technical specif ications of a given food.

The Institute of Food Science & Technology (2018) understands that food integ-
rity is associated not only with the nature, composition, quality, and safety of food, but 
also with other aspects of production, including modes of procurement and distribution. 
Banning and Soon ॠࡷࡲࡱࡳॡ describe four types of food integrity issuesऴ ॠiॡ product integrity 
(authenticity); (ii) process integrity; (iii) people integrity; and (iv) data integrity.

According to the Food Safety System Certif ication 22000 (INTERNATIONAL 
ORGANIZATION FOR STANDARDIZATION, 2019), food defense is an important 
topic for protecting businesses and consumers from internal and external threats.

There are several def initions of food defense by technical entities and off icial 
bodies, and all have similarities in their fundamentals. Table 4 presents these concepts and 
their different objects.

According to Robson et al. (2021), all concepts about food defense refer to actions 
to protect against willful contamination whose purpose is to cause some kind of harm.
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Table 4 - Concepts in Food Defense

REFERENCE CONCEPT CONCEPT OBJECTS

British Retail Consortium 
(2015)

It considers Food Defense as the procedures 
adopted to ensure the safety of raw materials and 

products against malicious contamination

�ertifiable standards and new 
methodologies in Food Defense

Manning; Soon (2016)
$ood �efense reϱects the protective activities andू
or the process or procedures that ensure product 
safety regarding intentional acts of adulteration

Food fraud and Food defense

PAS 96 (2017)

These are procedures adopted to ensure that 
food and beverage and their supply chains are 

protected from ideological or malicious attacks 
leading to contamination or disruption of supply

Types of threats to 
the supply chain; describes 

threat evaluation and 
critical control points

GFSI (GLOBAL FOOD 
SAFETY INITIATIVE 
FOUNDATION, 2017)

Process for ensuring the safety of food and 
beverages regarding all forms of intentional 

malicious attacks, including those ideologically 
motivated that lead to contamination

Types of supply chain threats

FDA (2009)

/t is the effort to protect food froǶ intentional 
adulteration through acts intended to cause large-

scale harm to public health, including acts of 
terrorism targeting the food supply

Prevention of actions against 
food terrorism, agroterrorism, 
national security and defense, 
and supply chain protection

Moerman (2018)

Food Defense focuses on reducing the occurrence 
and impact of intentional contamination 
or adulteration of food that is politically, 

economically motivated, or revenge-based

Framework in Food Defense 
froǶ উfield to plateঊ

Sourceऴ the authors ॠࡴࡳࡱࡳॡल

3.3 Food Defense and the International Reality

The global food trade is very connected, and a country’s food supply must be domes-
tically monitored to prevent contamination, adulteration, and fraudulent activities (LOPES 
et৺alलळ ࡱࡳࡱࡳॡल bhis trade is coǶplex and constantly evolvingल �ue to discrepancies in the food law 
systeǶs of different countriesळ the standardiΝation of international food safety rules is of utǶost 
importance to reduce trade barriers (PRAIA; HENRIQUES, 2021).

The studies presented in Table 3, such as World Health Organization (2002, 2007), 
Dalziel (2009), Moerman (2018), Manning (2019) approach food defense as a topic of interna-
tional relevance in the military and civilian spheres.

Intentional contamination can have diverse origins and be caused by employees or 
individuals external to the food preparation environment, such as members of terrorist groups 
(BRITISH STANDARD INSTITUTION, 2017). Furthermore, this adulteration can be the 
result of a process of food counterfeiting or product detour (PRAIA, 2017).
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�nother possibility is the specific activity linǯed to agroterrorisǶळ an action per-
petrated by a person or a group aimed at destroying the agricultural industry and/or dis-
rupting a country’s food supply (MOERMAN, 2018). Food terrorism is an act of deliberate 
post-harvest contamination, in which the product is adulterated with chemical, physical and 
biological agents or radioactive material in order to cause illness or death in the civilian popu-
lation, in addition to causing social, economic and political instability (WORLD HEALTH 
ORGANIZATION, 2008).

In recent years, regulatory authorities, food companies and consumers have glimpsed 
the need to develop effective defense systeǶs regarding these products ॠ��q/�SHC et alलळ 
2017). Given this reality, food business operators have been required to develop and implement 
defense strategies and thus ensure Ƕarǯet entry by having their ǶanageǶent systeǶs certified 
by specialized companies (MANNING, 2019).

The importance of food defense has been recognized by becoming a requirement 
in global certifying standards, such as International Featured Standards (IFS) (INTERNA-
TIONAL FEATURED STANDARDS, 2020), British Retail Consortium (BRC) (BRITISH 
Sb�C��X� /CSb/beb/HCळ ࡸࡲࡱࡳॡ and $ood Safety SysteǶ �ertification ࡱࡱࡱࡳࡳ 
(INTERNATIONAL ORGANIZATION FOR STANDARDIZATION, 2019), as well as 
in government strategies, for example, those adopted by the FDA, the American body respon-
sible for controlling and regulating the production of food and medicines in the United States 
(CAVALHEIRO; RUIZ, KUSHIDA, 2021).

After the event of September 11, 2001, several countries started to adopt measures 
against Ƕalicious actions in foodल /n �hinaळ the �ertification and �ccreditation �dǶinistra-
tion (CNCA) - established under the administration of the Supervision of Quality, Inspection 
and Quarantine (AQSIQ) - has published 40 guidelines and some requirements for regulating 
food defense plans for export companies. It is worth noting that both the United Kingdom and 
Germany also have robust food defense initiatives (MOERMANN, 2018).

In late 2001, the FDA and the United States Department of Agriculture (USDA) tried 
to determine the readiness of the U.S. food system against an intentional attack, thus emerging 
the first law passed in :une ࡳࡱࡱࡳळ also ǯnown as the Uublic ,ealth Security and �ioterrorisǶ 
Preparedness and Response Act (SEVERINO; ALMEIDA, 2017). 

bhe �siaॺUacific �conoǶic �ooperation ॠ�U��ॡ �ounterॺberrorisǶ $orce ॠ�bb$ॡ 
started examining this issue in 2006, with initiatives to mitigate the food supply terrorism 
threat (DALZIEL, 2009).

3.3.1 Food Defense in the United States of America and European Countries

Cited in Table 3, the studies by Mara; McGrath (2009) and USDA (2018) address 
food defense in the United States of America. In addition, analyses by the Association Française 
de Normalisation (2015); Severino; Almeida (2017); Davidson, et al. (2017); Centre for the 
Protection of National Infrastructure (2021); Alves (2021); Praia; Henriques (2021); Rapid 
Alert System for Food and Feed (RASFF) (2022) in European countries.
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The United States of America considers the food and agriculture industry as one 
of the 16 critical infrastructure sectors, and the USA is the country where the concepts 
of food defense emerged. The FDA plays a leading role in various initiatives to protect 
food from acts of intentional and unintentional adulteration, as well as to help organiza-
tions prevent, prepare for, respond to, and recover from acts of intentional adulteration 
of the food supply (FOOD AND DRUG ADMINISTRATION, 2022). The Federal 
Bureau of Investigation (FBI) has already demonstrated concern about the dangers 
related to agroterrorism and food terrorism and their consequences, promoting work-
shops on the subject among several state and non-state agencies (FEDERAL BUREAU 
OF INVESTIGATION, 2007).

After the September 11, 2001 attacks, food defense gained legal consistency through 
the Public Health Security and Bioterrorism Preparedness and Response Act in 2002. In Janu-
ary 2011, a new legal framework was adopted for food safety in the United States through the 
Food Safety Modernization Act (FSMA), when the development of management systems for 
food supply defense, analysis methodologies, support software, and educational resources was 
intensified ॠS�q�X/CHव �=B�/��ळ ࡸࡲࡱࡳॡल

The United States Food Safety and Inspection Service has functional food 
defense plans, an important tool that a producer can use to prevent, protect, mitigate, 
respond, and recover from an intentional contamination incident (UNITED STATES 
OF AMERICA, 2018).

Several actions are taken by various agencies and institutes around the country, such 
as the National Center for Food Protection (FOOD PROTECTION AND DEFENSE 
INSTITUTE, 2022), which has developed multidisciplinary research and guided programs 
that address the vulnerabilities of the nation’s food system to attacks by intentional contam-
ination with biological or chemical agents. The Indiana State Department of Health (2011) 
presents a food protection program with a food defense section. The FBI (2014), with the FDA 
participationळ has held a few worǯshops deǶonstrating the real threat and the devastating effect 
of a successful malicious food contamination action.

Although the threat of intentional and malicious contamination is a reality of food 
terrorisǶळ �uropean policyॺǶaǯers have not yet legally defined food defenseळ let alone fraǶed it 
in legislation (ALVES, 2021). According to Moermann (2018) there are few government regu-
lations that deal with food defense.

In Portugal, issues regarding vulnerabilities are contained in the strategic concept of 
national defense (PORTUGAL, 2013). The legal framework of food defense in Portugal will 
be done through the �uropean food legislationल ,oweverळ coǶpanies certified by �X� $oodळ 
IFS Food and FSSC 22000 standards present a more robust concept regarding food defense 
(SEVERINO; ALMEIDA, 2017).

France has the methodological guide Protection de la chaîne alimentaire con-
tre les risques d’actions malveillantes, criminelles ou terroristes, which was prepared by 
the French Association of Technical Standards (ASSOCIATION FRANÇAISE DE 
NORMALISATION, 2015), which formed a pool of organizations to reflect on the 
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solutions they could implement within a Food Defense approach, considering, above all, 
the requirements of the IFS Food 6.

In the United Kingdom, the Critical National Infrastructure (CENTRE FOR THE 
UXHb��b/HC H$ C�b/HC�= /C$X�SbXe�beX�ळ ࡲࡳࡱࡳॡ has identified the food sec-
tor as one of 13 sectors necessary for the functioning of the country. Unlike the continental 
Europe, the United Kingdom has followed the United States in food defense (SEVERINO; 
ALMEIDA, 2017).

As part of the studies and discussion, the British Standards Institution (2017) 
published the U�S ࡷࡺऴࡸࡲࡱࡳळ iलeल a guide intended to protect and defend food and drinǯ 
from deliberate attacks.

3.3.2 Food Defense in Brazil

Brazil is internationally recognized for its agricultural vocation. It produces and 
exports meats, fruits, cookies, chocolates, wines, cachaça, special coffees, organic products, 
honey, dairy products, nuts and other products, which support the image of a competi-
tive, innovative and sustainable country (AGÊNCIA BRASILEIRA DE PROMOÇÃO 
DE EXPORTAÇÕES E INVESTIMENTOS, 2022). In the food sector, the National 
Health Surveillance Agency (Agência Nacional de Vigilância Sanitária, Anvisa) coordi-
nates, supervises, and controls the activities of registration, inspection, surveillance, and 
risk control, and is responsible for establishing norms and quality standards (BRASIL, 
ॡल bhis৺ࡳࡳࡱࡳ agency has a library that gathers docuǶents and all the current food regu-
lations. Added to this is the fact that the Ministry of Agriculture, Livestock and Supply 
(Mapa) performs activities throughout the country related to the areas of safety, quality 
and fraud in food related to agricultural defense.

Xesearch addressing food defense in �raΝil is found in bable ࡴळ includingऴ $igueira 
(2018), Chammem et al. (2019), Lopes, et al. (2020).

Although it has active laws and bodies, Brazil and countries such as Argentina and 
�hina usually present a lower classification regarding food Ȍuality and safety scoresळ even though 
there are internal control prograǶs and verification of origin in coǶǶercial partner countriesळ 
for example, some members of the European Union (CHAMMEN et al., 2018). These data, 
if৺coǶpared to the current situation of actions in food defenseळ unveil the vulnerabilityळ consid-
ering the lack of national laws pertinent to intentional actions of food contamination.

�ccording to �haǶǶen et alल ॠࡹࡲࡱࡳॡळ Xasffळ a �uropean platforǶ for alerts on public 
health risǯs related to food safetyळ showed ࡴࡳ of observed notifications corresponding to food 
originating from Brazil, especially meat products and seasonings containing food pathogens 
above the permitted limits.

Despite the relevance of the topic to strengthen the food chain, few countries have 
established the principles in food defense as a legal reȌuireǶentळ including �raΝil ॠ=HU�S et৺alलळ 
2020). Indeed, Brazil, when compared to major economies, presents a limited number of com-
panies prepared to meet food defense requirements (FIGUEIRA, 2018).
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Although food defense is not a legal requirement in Brazil, it has taken on an increas-
ingly important role in Brazilian programs, notably those related to dairy products, as many 
of the producers need to meet foreign regulatory requirements for exports to these markets 
(LOPES et al., 2020).

Among the measures taken - not exactly targeted to food defense, but which can be 
considered as one of the first steps ॺ is the Ƕeasure of �eceǶber ࡵळ ࡺࡱࡱࡳ by the �haǶber of 
Foreign Relations and National Defense of the Government Council of Brazil, which edited 
CREDEN Resolution No. 02/2009, in which it formulated guidelines related to intelligence 
activities with the following resolutionऴ

Art. 1 Establish the following priorities for the agencies and entities integrating 
the �raΝilian /ntelligence systeǶळ which will direct their effortsळ in the national and 
international spheresळ to the areas listed belowळ all considered of eȌual relevanceऴ
*d) biodefense of the population, and of natural and agricultural resources. 
(BRASIL, 2023)

bhis Ƕeasureळ which defined guidelines to the areas of biodefense of the population 
and of agricultural resources, may impact the action against agroterrorism and food terror-
ism, making it possible to encompass the intelligence area in issues related to Food Defense. 
However, it is worth noting that Brazil’s cultural diversity, as well as its continental size, may 
facilitate terrorism’s access in the territory (FIGUEIRA, 2018).

3.3.3 Food Defense and the Armed Forces

Research by the Brazilian Ministry of Defense (BRAZIL, 2018) and by Mara; Mcgrath 
(2009), which addresses the military issue, are presented in Table 3. The supply chain is known 
to be long and complex, which makes a comprehensive examination of military food defense 
extreǶely diϨcult ॠB�X�व B�%X�b,ळ ࡺࡱࡱࡳॡल

After the events of September 11, 2001, the United States Armed Forces began to show 
more concern about intentional food contamination, with the development and implementation of 
methods to prevent or mitigate these actions. In the risk evaluation methodology, operational risk 
management is a tool developed by the medical services of the United States Air Force, with the purpose 
of acting in the articulation between food safety and food defense (SEVERINO; ALMEIDA, 2017).

In the USA, every military installation is required to have a food defense plan, in which 
the Army provides a framework for its development, and every installation must have a defense 
teaǶ defined and prepared ॠB�X�व B�%X�b,ळ ࡺࡱࡱࡳॡल

In developed nations, the goal of malicious actions against the agri-food chain is 
mainly to create political instability and undermine socioeconomic stability, impacting the mil-
itary power (MOERMAN, 2018).

In Europe, the North Atlantic Treaty Organization (NATO) has the Allied Medical 
Uublication ॠCHXb, �b=�Cb/� bX��by HX%�C/~�b/HCळ ࡺࡲࡱࡳॡऴ �efense $ood 
Safety and Production Standards in Deployed Operations, which was approved by the member 
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nations of C�bH at the Bedical StandardiΝation �ouncil of the Bilitary �oǶǶitteeल bhe৺agree-
ment of the 28 member nations of the organization to use this publication is recorded in the 
Standard �greeǶents ॠStanagॡळ which defines processesळ terǶs and conditions for coǶǶon Ƕili-
tary-technical procedures among the alliance member nations (NORTH ATLANTIC TREATY 
ORGANIZATION, 2019).

In Brazil, the Ministry of Defense, following the evolution of the theme and inter-
ested in maintaining national security, included a new content in the Doctrine of Food and 
Nutrition of the Armed Forces - MD42-M-05, Chapter IV - Food Defense (BRAZIL, 2018). 
/n৺ࡺࡲࡱࡳळ the৺�hief of =ogistics and BobiliΝation of the Binistry of �efense established the 
Food Defense Working Group, made up by food safety experts from the Army, Navy and Air 
Force, in order to draft the Food Defense Regulations of the Armed Forces (BRASIL, 2019c).

Among the actions of the group established, and as a result of the regulation prepared 
by the Binistry of �efenseळ we could Ƕentionऴ

• �iagnosisळ Ƕapping and evaluation of threatsळ defined as the ability of a Ƕalicious 
action to cause harm or damage to health, and of vulnerabilities, which indicates 
the ease that the threat has to perform a malicious action through the characteri-
zation of the target and facilities;

• Ensure that the food supply logistic chain is protected from contamination and 
disruption;

• Provide the mechanisms for health protection and operationality as provided in 
the Military Logistics Doctrine (MD42-M-02, 2016).

Food Defense measures should prioritize the operational health of the military per-
sonnel, including actions to prevent malicious contamination of food, in order to ensure health 
protection and military operations in Brazil and abroad.

The Brazilian Army, through a partnership with the Universidade Federal de São 
Paulo (Unifesp) and the Logistics Command (Colog) in 2020 carried out a pilot project in one 
of the 12 Military Regions. A Food Defense checklist was developed and applied to 24 Military 
Organizations (OM) located in the state of São Paulo, allowing the audited OMs to assess the 
degree of risk to intentional food service attacks. This article sought available data on threat 
evaluation and procedures in food defense in different environǶentsल ,oweverळ one liǶitation 
was the small number of available research in Brazil. Future studies evaluating the situation of 
food defense in Brazil are needed, proposing measures regarding the topic.

4 CONCLUSION

The current global scenario has introduced the need for greater attention to the issue 
of intentional food contamination. The history and existing concepts on the subject have pro-
moted the development of threat evaluation methodologies through checklists and software, 
as৺well as procedures adopted in food defense plansल ,oweverळ at the governǶental levelळ the ini-
tiatives relevant to legislation are incipient, with the exception of the United States of America. 
In Brazil, where the concepts of food defense are relatively new and little researched, the Armed 
$orcesळ through the establishǶent of a worǯing group assisted by its technical staff and the 
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partnership with Unifesp, have been working to deepen the issue, following the good practices 
of the global military context, which pays special attention to the subject.

Facing the countless forms of malicious actions of food contamination that, although 
uncommon, may have serious consequences, it is necessary to handle food defense as a national 
security policy, preserving the consumer’s health, political and social stability, and maintaining 
the operational health of human resources and the Armed Forces.
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