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Secure sharing of sensitive data in cyber defense: 
a proposal for a management program from the open 
science perspective*

Intercambio seguro de datos sensibles en ciberdefensa: una propuesta de 
programa de gestión desde la perspectiva de la ciencia abierta

Abstract: Open science in cyber defense presents a specific 
challenge due to the restricted nature of data, which makes it 
difficult to share this data for technological advancement. Based on 
a qualitative survey with experts from strategic areas, the creation 
of a Sensitive Data Management Program (SDMP) was proposed 
with the aim of enabling the secure sharing of this data. The results 
indicate that most respondents consider the existence of the 
SDMP for the treatment, control, and provision of anonymized 
sensitive data to be positive. Thus, the study concludes that the 
implementation of the SDMP has the potential to promote research 
and technological development in the field of cyber defense, while 
preserving the protection of sensitive data.
Keywords: Open science; Cyber defense; Sensitive data  
protection; Privacy.

Resumen: La ciencia abierta en ciberdefensa presenta un desafío 
específico debido a la naturaleza restringida de los datos, lo que, 
a su vez, dificulta su intercambio en pro del avance tecnológico. 
A partir de una investigación cualitativa realizada con expertos 
de áreas estratégicas, se propuso crear un Programa de Gestión de 
Datos Sensibles (PGDS) con el objetivo de permitir el intercambio 
seguro de estos datos. Los resultados demuestran que la mayoría de 
los encuestados considera positiva la existencia del PGDS para tratar, 
controlar y poner a disposición los datos sensibles anonimizados. 
Así, el estudio concluye que la implementación del PGDS puede 
fomentar la investigación y el desarrollo tecnológico en el campo de 
la ciberdefensa, preservando la protección de datos sensibles.
Palabras clave: Ciencia abierta; Ciberdefensa; Protección de datos 
sensibles; Privacidad.
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1 INTRODUCTION

Cyber defense actions are integrated into the national strategic framework 
and coordinated by the Ministry of Defense; it involves protecting information 
assets relevant to national defense. These actions also involve data collection for the 
production of intelligence knowledge and seek to ensure superiority within the cyber 
domain (Brasil, 2023).

These measures are related to the security of operations, which include, 
for example, incident handling and risk management. Accordingly, cybersecurity aims to 
ensure that information systems are capable of withstanding events that may compromise 
the essential requirements of information security—namely, the availability, integrity, 
confidentiality, and authenticity of transmitted, processed, or stored information 
(Brasil, 2021).

In this regard, the Brazilian National Cybersecurity Strategy highlights the importance 
of establishing and developing information analysis and sharing centers, encouraging the 
implementation of a national mechanism for reporting cybersecurity incidents (Brasil, 2025). 
This exchange of knowledge aims to identify, manage, and mitigate risks in a coordinated 
manner, promoting a more efficient approach.

A more accurate way to assess these risks is via concrete data derived from scientific 
research within the field of cybersecurity. Additionally, the concept of open science involves the 
democratization of access to research data, allowing both the scientific community and society 
to benefit from the information collected.

However, when dealing with sensitive data, such as network traffic and security 
incidents, the challenge becomes greater, as protecting this information is necessary to prevent 
both the exposure of data subjects and the risk of noncompliance with data protection laws. 
In this context, van Ravenzwaaij et al. (2024) highlight challenges in achieving a balance between 
legal compliance and scientific interests, ensuring privacy while allowing the dataset to remain 
as open as possible.

Also according to the authors, the scientific community’s movement toward open 
science encourages researchers to make their data openly available for reuse. With this objective, 
this study sought to identify the main stages of a process capable of enabling secure sharing of 
sensitive data, thereby contributing to the advancement of research in cyber defense and to the 
development of a secure data sharing culture. No studies with a similar focus have been identified 
in the existing literature.

After identifying these stages, experts were consulted regarding the feasibility of 
creating a Sensitive Data Management Program (SDMP) as a proposal to facilitate the secure 
sharing of sensitive data, in compliance with current data protection and security regulations.
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Within this context, the main objective of this study is to describe an SDMP designed to 
allow the secure sharing of data within cyber defense, aligning principles of open science with legal 
requirements of data protection. The guiding question is: How can we ensure the secure sharing 
of sensitive data in this context without compromising privacy or legal compliance?

To this end, specific objectives include reviewing the main concepts; identifying 
and analyzing studies related to the sharing of sensitive data to highlight existing gaps in the 
literature; determining, with experts, the necessary steps to structure an effective SDMP; 
and developing a program proposal that enables the secure sharing of data in compliance with 
current regulations.

Accordingly, the study first presents a theoretical review of the concepts of open science, 
information security, and data protection. Next, related studies are examined, followed by a 
detailed description of the development of the study and the methodology adopted. The results are 
then discussed, and finally, final considerations and suggestions for future research are presented.

2 THEORETICAL REVIEW

2.1 Open science

Open science promotes changes in the production, organization, sharing, and reuse of 
scientific knowledge (Costa; Shintaku, 2024). In addition to promoting scientific publications 
such as academic articles, it also provides access to data generated by researchers or scientists 
during the scientific investigation process. This includes access to methodologies, software, 
and the resulting outputs. Thus, open science aims to ensure the reproducibility of science and 
the efficient use of resources by means of collaborative practices (Sales; Coast; Shintaku, 2020).

Henning et  al. (2019) present advantages of open data within the scope of scientific 
data by comparing these benefits for both science and society, serving as motivation for this study. 
Among advantages for science, data reuse stands out as it enables new research while reducing 
costs by eliminating the need to collect the same data a second time. Once collected and analyzed, 
such data can be used in subsequent studies from different perspectives.

Henning  et  al.  (2019) indicate that all benefits providing advantages to society are 
related to data reuse, among which two main advantages stand out: reuse for innovation and 
increased competitiveness. In other words, opening data can foster the development of new 
products, services, and consequently, jobs, while reuse supports decision-making by ensuring 
that policymakers rely on evidence derived from data analysis.

However, there is a clear need for initiatives aimed at improving research related to 
the availability of sensitive datasets, especially regarding cyber defense. To this end, considering 
the possible standardization of de-identification techniques, such as anonymization and 
pseudonymization, may enable databases to be published without exposing the organization 
from which the data originated to potential vulnerabilities (Machado; Duarte Neto; Bento 
Filho, 2019).
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2.2 Information security

Information security aims to ensure the confidentiality, integrity, and availability of 
information (Hintzbergen et al., 2018). To protect it, it is essential to apply security controls 
that consider potential threats to the organization. The ABNT NBR ISO/IEC 27001:2013 
standard (ABNT, 2013) defines these controls with the purpose of ensuring business 
continuity by addressing vulnerabilities to minimize the impact of possible incidents. 
This is achieved by selecting and implementing appropriate controls, including policies, 
processes, procedures, organizational structures, software, and hardware designed to protect 
information assets.

Within the cyber domain, the National Cybersecurity Strategy (Brasil, 2025) defines 
cyber defense as a set of actions aimed at ensuring cybersecurity of the country’s strategic assets, 
promoting cooperation among public and private entities to enable the exchange of information 
for the prevention of and response to cybersecurity incidents. In turn, cybersecurity is defined 
as a set of measures capable of protecting the cyber domain, including tools, best practices, 
risk management, among others.

Concurrently, with the exponential growth of the internet, computer systems, and the 
ongoing evolution of communication technologies such as 5G and beyond, it is possible to reflect 
on the increase in cyber vulnerabilities and threats as a consequence of the greater flow of network 
data resulting from intensified information exchange (Oliveira, 2021).

Among the existing security solutions, Intrusion Detection Systems (IDS) stand out as 
technologies that help mitigate such vulnerabilities by monitoring and analyzing network data 
flows, thereby enabling the detection of potential attacks (Ceolin Junior et al., 2023). Moreover, 
machine learning techniques make these detections even more robust (Cortez; Cação, 2017) 
as intrusion detection algorithms based on real-world data continues to be refined (Oliveira; 
Cavalcanti; Salles, 2017). However, this raises concerns about preserving the privacy of the 
individuals and organizations involved.

2.3 Data protection

In addition to the technical and administrative controls established by the ABNT NBR 
ISO/IEC 27001:2013 standard (ABNT, 2013), which addresses information security, and by the 
information security guidance issued by the Brazilian National Data Protection Agency (ANPD, 
2021), Brito and Machado (2017) present strategies for tackling the issue of privacy preservation. 
These include data anonymization techniques for sensitive information as a potential solution, 
thereby enabling the availability of such data.

Furthermore, Law No. 13,709, of August 14, 2018—the General Data Protection Law 
(LGPD – Lei Geral de Proteção de Dados) (Brasil, 2018)—establishes a legal framework for the 
protection of personal data in Brazil, focusing on privacy protection. However, the LGPD also 
encourages the processing of such data for research purposes, provided that anonymization or 
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pseudo-anonymization is ensured. In this context, anonymization emerges as the key technique 
that enables the use of data in scientific studies while minimizing the risks of exposing individuals 
or organizations.

Thus, the combination of security controls and the adoption of de-identification 
techniques contributes to balancing the advancement of open science with data protection.

3 RELATED STUDIES

The related studies are categorized into two aspects: (i) studies supporting the sharing 
of sensitive data, and (ii) studies that collect opinions using the Likert scale (1932), which is 
commonly applied for this type of survey (Feijó; Vicente; Petri, 2020).

3.1 Sharing of sensitive data

Regarding the sharing of sensitive data, several government initiatives stand out, 
such as the Protected Data Access Service (SEDAP – Serviço de Acesso a Dados Protegidos) (Serviço 
[…], 2022) from the National Institute for Educational Studies and Research Anísio Teixeira 
(INEP – Instituto Nacional de Estudos e Pesquisas Educacionais), and the Information Marketplace 
for Policy and Analysis of Cyber-risk and Trust (IMPACT) (What we do, 2019) from the U.S. 
Department of Homeland Security (DHS).

SEDAP provides researchers with access to protected data produced by INEP and 
focuses on the development of educational research. To this end, it defines minimum access 
requirements, covering all steps from the application process to the execution of the service, 
which takes place in a secure room on the service’s premises.

The IMPACT program offers researchers access to data via a repository, focusing on 
the assessment of cyber risks, as well as the prevention, detection, and mitigation of cyber threats. 
However, only researchers based in the United States and other DHS-approved locations—
Australia, Canada, Israel, Japan, the Netherlands, Singapore, and the United Kingdom—
are eligible to request an account to access IMPACT.

Yet, in both cases, there was a lack of process mapping and architectural documentation. 
Such mapping could serve as a reference for best practices and enable transparency and 
dissemination of the methodology adopted, allowing other institutions to adopt the same approach,  
as evidenced by the European initiative, the International Data Spaces Association (IDSA)1.

The IDSA proposes a decentralized approach to data sharing via data spaces, 
ensuring that each participating company can exchange information securely and 
reliably (Maranatha, 2023), and provides an architectural model for the development 
of compatible Data Spaces. Nevertheless, the roles prescribed by the legislation are 
not represented, since responsibility for compliance with the European General Data 
Protection Regulation (GDPR) (European Union, 2016) lies with the organization itself 
(Steinbuss et al., 2019).

1	 Available at: https://internationaldataspaces.org. Access on: 23, sept. 2025.
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3.2 Measurement technique for opinion surveys

To structure the questionnaire for the opinion survey, a study was conducted to 
identify the most commonly used measurement techniques for this context. The study found 
that the Likert scale predominates as the primary measurement tool, according to Feijó, Vicente, 
and Petri (2020). In their article, the authors state that “attitude scales such as the Likert 
scale are widely used, especially for questions regarding preferences, tastes, and perceptions. 
The scale is known as being simple and easy to understand […]” (Feijó; Vicente; Petri, 2020, 
p. 28, our translation).

The Likert scale enables the creation of a rating system that reflects different degrees of 
agreement with a given question. Typically represented on a five-point scale, it has the capacity 
to generate qualitative data. For the purposes of this study, the following options were adopted: 
“strongly disagree,” “partially disagree,” “neutral,” “partially agree,” and “strongly agree.” 
This approach proved to be compatible with the evaluation needs of the study.

Several studies use the Likert scale to assess degrees of agreement or disagreement across 
different research contexts (Campos, 2020; Maranatha, 2023; Moreira et al., 2024; Souza et al., 
2020), demonstrating its effectiveness in capturing opinions.

Campos (2020) examines the best practices of adherence to information security, 
including compliance with security standards such as ABNT NBR ISO/IEC 27002:2013, and 
their impact on the productivity of a public institution. The author assesses the compliance 
level of the Administrative Database of the Amazon Military Command of the Brazilian Army 
using the Likert scale. The study reveals a satisfactory level of compliance and also identifies 
areas requiring improvement, reinforcing the importance of information security management 
in mitigating adverse impacts.

Souza et  al. (2020) investigate the application of active learning methodologies and 
gamification in accounting education. Results obtained via the Likert scale show that these 
approaches increase student engagement and motivation, demonstrating the effectiveness of 
interactive pedagogical practices to promote meaningful learning.

Maranatha (2023) employs the Likert scale to validate the Clearing House 
model, proposed for the sharing of auditable data within International Data Spaces in 
the logistics sector, aligned with the objectives and motivations of the study. As a result, 
most experts consider the Clearing House a promising solution from both economic and 
technical perspectives.

Moreira et al. (2024) analyze the use of digital educational games to train students in 
identifying fake news via the JEDi tool. Case study results with high school, undergraduate, 
and graduate students demonstrate the effectiveness of JEDi as an instrument for detecting fake 
news in Portuguese-language news. For this purpose, the Likert scale was used to assess students’ 
levels of agreement.

Chart 1 presents the domains and the Likert scale employed in these studies, underscoring 
its application across several domains to assess degrees of agreement.
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Chart 1 – Use of the Likert scale across several domains

Study Domain Use of the Likert scale
Campos (2020) Information security management in public agencies 5-point scale

Souza et al. (2020) Education, teaching accounting with active methodologies 5-point scale
Maranatha (2023) Auditing for data sharing in International Data Spaces 5-point scale

Moreira et al. (2024) Education, use of tools to identify fake news 5-point scale
This study Open science and cyber defense 5-point scale

Source: Prepared by the authors (2024).

4 DEVELOPMENT METHODOLOGY

An exploratory study was conducted to identify solutions addressing data management for 
cyber defense within the context of open science and in compliance with data protection legislation.

Given the need to access sensitive data related to cyberattacks for the development of 
academic research, the study initially focused on the motivation of organizations to provide 
concrete data to promote open science. It also addressed how such data should be managed, 
particularly regarding the need to recover parts of the data, once anonymized, by means of 
provenance information in order to deepen the research.

Since the promotion of open science within cyber defense depends not only on 
effective anonymization techniques but also on the commitment of the parties involved, 
the study sought expert opinions regarding the feasibility of a sensitive data management 
service aimed at enabling the secure sharing of such data.

The methodology applied in this study was preceded by a literature review, mainly 
using the Google Scholar database due to its broad scope. The review focused on the following 
topics: (i) cyber defense; (ii) open science; (iii) sensitive data protection; and (iv) research 
data management.

Therefore, the main points for the development of a process were analyzed and 
organized as questions in a survey form. Examples of questions include: Do you believe 
there is an opportunity to establish an SDMP? Which documents, policies, and procedures 
would be necessary to ensure information security and enable the SDMP? What would be 
motivational factors for data sharing?

In parallel, questions such as the following were considered: Who should the survey 
be directed to, and how? Who would qualify as experts? Which questions (and how many) 
should be included? These considerations aimed to collect expert opinions on the necessary 
steps for subsequent mapping of a sensitive data management process.

Consequently, experts were invited to consider the establishment of an SDMP, 
for which a qualitative study was conducted involving organizations that monitor 
the traff ic of their respective data networks. The study was based on collecting the 
opinions of experts, both civilian and military, who work within cybersecurity and/or 
data management.
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For this investigation, two surveys were created using Google Forms: one aimed at the 
civilian audience (available in Portuguese and English), and another aimed at the military audience. 
The civilian survey was distributed via direct contact, while the military survey was disseminated 
via an institutional channel by means of an internal Army document.

Finally, to assess the degree of agreement on the main points proposed by the SDMP, 
the Likert scale (1932) was used, aiming to highlight the relevance of the program and the key 
steps of the process attributed to it.

5 RESULTS

After distributing the surveys to collect expert opinions, 59 responses were obtained, including 
40 from members of military organizations within the Defense sector and 19 from civilians, originating 
from the academic sector, federal public administration, industry, and services, as shown in Table 1.

Table 1 – Expert profiles

Sector Academics Federal Public Administration Defense Industry Services
Total experts 2 2 40 2 13

Source: Prepared by the authors (2024).

Considering the significant representation of the Defense sector among the collected 
responses, this study focuses exclusively on analyzing the opinions of experts from this sector. Analyzing 
these insights may contribute to the development of best practices and interagency collaboration to 
mitigate risks to infrastructures in the context of sensitive data management and sharing.

As a result, it was found that 92.5% of respondents (55% totally and 37.5% partially) 
agreed with the establishment of an institution responsible for the SDMP, which would handle, 
control, and share anonymized sensitive data originating from network traffic. This would 
represent an opportunity for research and the development of technologies towards identifying 
network vulnerabilities.

In this regard, 100% of respondents agreed that, for organizations to have confidence 
when sharing their data via the SDMP, the institution responsible must adopt policies such as 
an information security policy, a privacy policy, and a sensitive and research data management 
policy. These measures show the institution’s commitment to data protection, as shown 
in Table 2.

Table 2 – Adoption of policies

Policies Strongly 
agree

Partially  
agree Neutral Partially 

disagree
Strongly 
disagree

Information security 85% 15% 0% 0% 0%
Privacy 87.5% 12.5% 0% 0% 0%

Data management 95% 5% 0% 0% 0%
Source: Prepared by the authors (2024).
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Table 3 shows that most respondents consider it essential to sign a partnership 
instrument for data sharing. Examples mentioned include the establishment of an agreement or 
a confidentiality term between the organization and the institution, detailing all data processing 
procedures in accordance with current standards, regulations, and legislation, such as the data 
protection law.

Table 3 – Need to sign an agreement or confidentiality term

Strongly agree Partially agree Neutral Partially disagree Strongly disagree
85% 7.5% 2.5% 5% 0%

Source: Prepared by the authors (2024).

To allow researchers to access an instance of the sensitive dataset while safeguarding 
information security, the submission of three sets of documents was suggested: official proof 
of affiliation with an academic institution, a research project, and a Lattes, ORCID, or similar 
academic resumé. Table 4 presents respondents’ level of agreement with the statement that the 
submission of such documents would enhance information security.

Table 4 – Researchers’ corroborating documents

Document Strongly 
agree

Partially  
agree Neutral Partially 

disagree
Strongly 
disagree

Affiliation 95% 2.5% 0% 2.5% 0%
Project 82.5% 12.5% 5% 0% 0%
Resumé 55% 27.5% 17.5% 0% 0%

Source: Prepared by the authors (2024).

Upon receiving the documents, it was suggested to analyze the relevance of the 
research to the scientific community, considering as criteria the risk associated with data access 
and compliance with information security, privacy, and sensitive and research data management 
policies. Table 5 shows respondents’ level of agreement with the statement that such analyses 
should be conducted in the process.

Table 5 – Document analysis

Analysis Strongly 
agree

Partially  
agree Neutral Partially 

disagree
Strongly 
disagree

Risk 57.5% 25% 12.5% 5% 0%
Compliance 87.5% 5% 7.5% 0% 0%

Source: Prepared by the authors (2024).

Experts were also asked about the need for a technical report to be issued by the data 
management institution. This report, intended to be reviewed by the organization that shared the 
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data with the SDMP, would present the technical feasibility and compliance with requirements 
for secure data sharing. The responses obtained are shown in Table 6.

Table 6 – Need to issue a technical report

Strongly agree Partially agree Neutral Partially disagree Strongly disagree
72.% 17.5% 10% 0% 0%

Source: Prepared by the authors (2024).

In case the organization approves access to sensitive data, it was suggested that two 
agreements be signed to ensure data protection: a new confidentiality agreement between the 
SDMP and the organization, and another between the SDMP and the researcher. Table 7 presents 
respondents’ level of agreement regarding the need to sign these documents.

Table 7 – Need to sign confidentiality agreements

Agreement Strongly 
agree

Partially  
agree Neutral Partially 

disagree
Strongly 
disagree

Between the SDMP  
and the organization 77.5% 10% 7.5% 2.5% 2.5%

Between the SDMP  
and the researcher 82.5% 12.5% 2.5% 0% 2.5%

Source: Prepared by the authors (2024).

Once the agreements are signed, the institution assumes responsibility for providing 
appropriate security controls when sharing sensitive data directly with the requesting researcher. 
In this context, the controls evaluated by the experts refer to access to data in a secure environment 
and for a limited period, with 92.5% of respondents agreeing with this statement (82.5% totally 
and 10% partially).

Finally, the study sought to identify motivations for organizations to share their sensitive 
data. The following suggestions were presented: notification about anonymized sensitive data 
published in the repository; receipt of statistical reports on access to the shared dataset; and receipt 
of reports on the research conducted using their sensitive data. Table 8 presents respondents’ 
opinions on these motivations.

Table 8 – Motivations for data sharing

Motivation Strongly 
agree

Partially  
agree Neutral Partially 

disagree
Strongly 
disagree

Notification of publication 65% 27.5% 5% 2.5% 0%
Statistical reports 62.5% 25% 12.5% 0% 0%
Research reports 75.0% 25% 0% 0% 0%

Source: Prepared by the authors (2024).
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From the analysis of the results presented, it was observed that most of the consulted 
experts expressed favorable opinions regarding all proposals presented in this study concerning 
the SDMP. This indicates that its implementation may be effective to ensure institutional 
commitment to information security and data protection.

6 FINAL CONSIDERATIONS

The results show the experts’ support for the establishment of an SDMP. The high 
level of agreement (92.5%) on the importance of an institution responsible for the processing, 
control, and sharing of anonymized sensitive data reveals a demand for stronger foundations in 
this process. This initiative would facilitate both research and innovation in the development of 
new technologies for identifying network vulnerabilities.

Another highlight is the unanimity (100%) on the need to adopt policies—
such as for information security, privacy, and sensitive data management—to ensure 
information protection and mitigate risks associated with sensitive data processing. 
This consensus among respondents underscores the essential role these policies play 
in creating a reliable and transparent framework necessary for cooperation between 
organizations and the SDMP.

This approach aligns with the National Cybersecurity Strategy, which emphasizes the 
importance of establishing mechanisms for sharing information on cybersecurity incidents. 
However, a critical analysis of this point suggests that the implementation of such policies 
should not only be a formal commitment but should also involve auditing and continuous 
review mechanisms to ensure the expected outcomes, as well as the adoption of additional 
security policies and procedures.

Regarding the requirement for partnership instruments, the results indicate that most 
experts consider this measure significant, demonstrating concern for security and legal compliance 
in the secure sharing of data. However, the long-term feasibility of this requirement may be 
questioned, as it can add complexity to the process, requiring a balance between administrative 
procedures and accessibility.

The submission of corroborating documents by researchers was widely supported, 
as it represents a trust factor in the process of granting access to sensitive data. This reflects 
concern for information control and protection. However, although these documents guarantee 
the legitimacy of research, they also emphasize the challenge of balancing security with the 
agility desired by researchers. The need for a technical report and the institution’s responsibility 
to provide a secure environment for data access also emerge as fundamental aspects to ensure 
the integrity of the process.

Finally, the motivations presented by the experts—including notifications about 
anonymized data and research reports—indicate an interest in collaborating with scientific 
research, provided that information security and privacy requirements are respected. 
Thus, the implementation of an SDMP could not only contribute to innovation and the 
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advancement of technological research but also foster a culture of secure data sharing. 
Moreover, the preliminary requirements for such implementation can be inferred from the 
issues addressed in the survey.

Additionally, while the results are promising, certain limitations must be 
acknowledged. This study focused exclusively on experts from the Defense sector, which may 
not reflect the diversity of perspectives present in other sectors that also handle sensitive data. 
The qualitative analysis, based solely on predefined Likert scale options, could be further 
enhanced with additional methods aimed at capturing participants’ opinions and suggestions 
more comprehensively.

This study also does not explore in depth the practical implications of implementing 
the SDMP, such as the architecture required to ensure security in both the storage and provision 
of anonymized data, challenges of compliance with the LGPD, and ethical and administrative 
aspects of large-scale sensitive data sharing—topics that can be further investigated in 
future studies.

The results show that the measures proposed for the SMDP are well accepted by 
experts, while the establishment of technical and administrative measures for sensitive data 
management ensures transparency and accountability in secure data sharing, promoting a 
collaborative culture in open science.
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