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ABSTRACT: Many researches have already presented approaches to the
malware detection task. Classifying them into families provides a better
understanding of their behavior, allowing companies and researchers
to optimize their efforts. Nevertheless, an issue still needs to be proper
addressed: how to verify if an artifact detected as a malware belongs
to a known family? This work proposes the use of two widely known
classifiers - GMM and SVM - for a novelty detection task in malware
analysis to redirect proper human and compultational efforts for a
quick counter measure. The main contribution of this work is the use of
Seatures directly extracted from the detected malwares’s binary file such
as entropy and image’s texture for novelty detection.

KEYWORDS: Gaussian Mixture Model. Malware Family Detection.
Nowelty Detection. Support Vector Machine. Malware as an image.
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1. Introduction

etecting and protecting against mali-

cious computer artifacts constitutes a

high-profile topic in cybersecurity. The
literature includes various definitions of malicious ar-
tifacts (or malware) [12]. In general, these software
can damage users, systems, and networks, corrupting
their codes, harming their operations, and/or stealing
their information.

A 2017 survey by a large company that produces
software to combat malicious artifacts [1] involving
1,300 professionals from small and large information
technology companies showed that 91% of them were
attacked by some type of malware, 45% were ill-pre-
pared for dedicated cyberattacks, and 17% lost finan-
cial data as a result of these attacks.

New malicious artifacts usually consist of versions
of existing ones, as in [21], in which less than 10%
of the malware in 2019 are new. Thus, characteri-
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zing them into families accelerates the identification
of their behavior, of vital importance for allocating
computational and human resources to promote a
countermeasure as soon as possible. However, cases
in which the malicious artifact configures a novelty
in malware sets (rather than a variation of existing
software) eludes this characterization. Thus, research
initiatives must seek to automatically identify these
novelties to accelerate the fight against these threats.

This research aims to evaluate the capacity of
models to classify artifacts that configure novelties
in malware families by using two common machine
learning processes to detect novelties: Gaussian Mix-
ture Models (GMM) and Support Vector Machines
(SVM). This task entailed (a) defining a minimum
set of characteristics to enable rapid detection; (b)
proposing a method to select data sets; and (c) choo-
sing criteria for model hyperparameters considering
novelty detection. These constitute the main contri-

butions of this study.
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This study is structured as follows: Section 2
describes the theoretical foundations of novelty
detection, the used machine learning models, and
the publicly available malware. Section 3 reports
the main studies on machine learning for malware
analysis. Section 4 described the method to define
the datasets and choose the most appropriate hyper-
parameters to fit the novelty detection models. Sec-
tion 5 shows the experiments and the obtained re-
sults. Finally, Section 6 describes the conclusions and
suggestions for future research.

2. Theoretical Framework

This section shows the theoretical foundations of
malware analysis, anomaly and novelty detection, the
used machine learning methods, and the dataset for
the experiment.

2.1 Static and dynamic analysis

Malware analysis has two fundamental methods:
the static and the dynamic approaches. Static analysis
examines malware without running it, whereas dyna-
mic analysis runs it [22]. Both techniques have advan-
tages and disadvantages and can be used to comple-
ment analysis.

2.2 Novelty detection

According to [13], anomalies constitute data pat-
terns that fail to fit a well-defined notion of normal
behavior. Bringing this definition to the detection of
malware, a malicious artifact that fails to fit into any
known family is an anomaly. However, unpreceden-
ted malicious artifacts (anomalies) are quite common.
Thus, following [13], this type of anomaly is defined
as a novelty.

The use of one term or another exceeds mere
semantics: the methods to identify anomalies pre-
suppose anomalous samples (albeit in a very small
quantity) in the training set. Novelty detection me-
thods lack these anomalous samples for parame-
trization, making the detection of an unpreceden-
ted malware even more challenging. The anomaly
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detection problem can obviously use supervised
machine learning methods, whereas the novelty
detection problem commonly uses unsupervised
machine learning methods.

2.3 Gaussian mixture models

The Gaussian mixture model (GMM) is a proba-
bilistic model that assumes that all data points stem
from a mixture of a finite number of Gaussian distri-
butions with unknown parameters. Thus, a GMM-
1 uses only one Gaussian distribution to model the
distribution of data, whereas a GMM-32 uses 32 wei-
ghted Gaussian distributions. Traditional statistical
techniques with Gaussian models to detect novelties
may define their probability threshold in two ways:
(i) as p £ 3 o, in which p is the mean and o is the
standard deviation and (ii), as per the Grubbs’ test
[13]. However, machine learning avoids establishing
the threshold for novelties a priori.

Novelty detection by unsupervised learning main-
ly involves estimating densities. Clearly, prior know-
ledge of the density of the data points would enable
us to solve any problem based on the data [14].

2.4 Support vector machine

Support vector machines (SVM) constitute a set
of supervised learning methods to classify, regress,
and detect anomalies. It can be specifically found
for novelty detection in [14], which proposed a me-
thod to solve the following problem: once a dataset
is extracted from an underlying probability distri-
bution P, it is desired to estimate a subset S so the
probability of a test sample from P lying outside S
is equal to V. The use of SVM in this type of task
is known as OneClassSVM. It has the advantage of
avoiding assumptions about the form of the dis-
tribution of known data [15], i.e., it applies to any
distribution. According to [23], the idea lies in fin-
ding a function that is positive for regions with high
point density and negative for small densities.

A disadvantage of OneClassSVM refers to its dis-
crete prediction whether the sample belongs to a



modeled group or not. This limitation can be circu-
mvented by changing OneClassSVM to enable the
output of the SVM as conditional class probabilities,
as per [16]. A probabilistic approach offers many ad-
vantages over the conventional method, including
the ease of automatically selecting a probabilistic no-
velty threshold.

2.5 Database of malicious artifacts for novelty
detection

Anomaly and novelty detection techniques based
on machine learning clearly depend on databases
with a representative volume of samples. Few such
databases of malware are available to the public.

Also, according to [20], malicious artifacts for Win-
dows represented, in August 2019, 74.49% of the
existing malware universe, which motivated our choi-
ce for this platform.

3. Related studies

This section describes the main studies on machi-
ne learning and malware analysis.

The extensive use of machine learning to analyze
malware includes several objectives, such as the detec-
tion of malicious artifacts [2, 3, 4, 5, 6], their variants
[7, 8] and categories [9,10,12], among others.

The author in [2] proposed a new graph-based
algorithm built from traces of dynamically collec-
ted instructions to classify artifacts into malicious
or benign. Results shows that dynamic analysis,
combined with n-grams, outperforms the anti-
virus tools at the time (2011). The authors in [3]
proposed static and dynamic analyses of artifacts
and similarity metrics with several kernels to detect
malware. A weight is given to each kernel to find
the weight/kernel combination with the best accu-
racy. Using this approach obtained 99.78% accurate
results. The author in [4] used support vector ma-
chines to detect malware. The scope of that study

totaled 398 samples, obtaining an accuracy from
94 to 95%. The authors in [5] use static and dyna-
mic techniques to detect malicious artifacts. They
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used the C5.0 and random forest algorithms, which
were implemented on the FAME framework. The
obtained accuracy totaled 95.75% for binary clas-
sification and 93.02% for multiple categorization.
An architecture to automatically analyze malicious
artifacts (dynamic analysis) is proposed in [6]. The
results obtained with random forest (based on 1D3)
showed an accuracy above 90%.

The author in [7] proposed a new use for hidden
Markov models: sets of relevant opcodes are ini-
tially chosen, which are subjected to a hidden Ma-
rkov model. Results improved from 8 to 42% when
compared to studies with Hidden Markov models
without opcode selection. In [8], a generic structu-
re extracts structural information from malware as
graphs of function calls that are encoded as func-
tion-level attributes. This approach is evaluated
for 11 malware families, obtaining an accuracy of
86.67% in the detection of samples with previously
chosen variants.

In [9], decision tree and machine support vector
algorithms are used to categorize malicious artifacts
into trojans, infectors, backdoors, and worms. Re-
sults obtained an accuracy above 98% for the deci-
sion tree algorithm and above 97% for the support
vector machine algorithm. In [10], the authors pro-
pose two machine learning approaches to correc-
tly classify the malicious artifacts in the Microsoft
Malware Classification Challenge [11]. It extracted
several artifact characteristics: referring to the binary
content of the malicious artifact in the deconstructed
file (disassembled). By an algorithm to select the best
attributes, the system obtained a 99.76% accuracy.
Finally, in [12], the authors used unsupervised ma-
chine learning (shared nearest neighbor) to classify
and detect new malware families. Using a database
of 20,000 samples, results show a 3% improvement
using random forest and 18% using the Naive Bayes
algorithm considering a combination of three attri-
bute types in all cases (grayscale image and n-gram
image attributes). In summary, these last articles
show two different strategies: [10] classifies malware
in existing families and [12] proposes classification
and detection by an unsupervised approach.

RMCT « 17



VOL.40 N°4 2023
https://doi.org/10.22491/rmct.v40i4.12122.pt

Thus, despite the extensive research in malwa-
re analysis by machine learning, no analyzed article
addresses novelty detection, the aim of this study.

4. Research development

This section describes the processes and methods
to adjust the hyperparameters of machine learning
models to detect malware novelties.

4.1 Analysis of the malware dataset

This study used the dataset provided by Microsoft
and hosted on the Kaggle [11] platform to classify its
malware families. Originally, two datasets are pro-
vided: a training dataset with 10,868 samples from
known families and a test dataset with 10,873 samples
from unknown families. This research only used the
training subset since it was the only one with family
labels for each sample. Table 1 shows the distribution
of this training subset by family.

Table 1 - Distribution Of Malware Families On The
Microsoft Database [11]

1 Ramnit 1,541
2 Lollipop 2,478
3 Kelihos_ver3 2,942
4 Vundo 475
5 Simda 42

6 Tracur 751
7 Kelihos_verl 398
8 Obfuscator,ACY 1,228
9 Gatak 1,013

The malware samples in this database are avai-
lable in two formats: raw binary, which contains the
hexadecimal representation of the binary content of
the file; and the deconstructed code, the result of di-
sassembling the original code (with the IDA tool [17,
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10]). In both cases, the removal of the file header
(PE header) made any attempt at dynamic analysis
of the code impossible.

Since this research aims to define a classifier that
can quickly identify novelties, only a minimum set of
attributes from the raw binary data was considered
based on two premises: (i) close-to-normal distribu-
tion and (ii) successful use in previous studies. Thus,
four classes of attributes were chosen from [10]: en-
tropy (ENT), metadata (MD1), Haralick (IMG1), and
local binary patterns (IMG2).

Entropy attributes (ENT) serve to measure the
clutter in the raw binary file. Entropy is calculated
by N sliding windows to represent the malware as a
measure of entropy E = E withi = {1,2,3 ... N}, in
which E, is the entropy measured in window i and N is
the number of windows. Next, the statistics of the en-
tropy vector obtained by the sliding window method
were considered, i.e., the entropy was calculated for
each 10,000-byte window and the statistical measures
of the obtained quantiles, percentiles, mean, and va-
riance of the distribution were then considered. The
entropy of all malware bytes totaled 202 characteris-
tics. The extracted metadata attributes (MD1) refer to
file size and the address of the first byte string, tota-
ling two characteristics.

An original way to represent a sample of malware
refers to viewing them as a one-pixel grayscale in a
2D image [10]. Figure 1 shows a cutout of the grays-
cale image of (a) a Obfuscator.ACY malware, (b) ano-
ther Obfuscator.ACY malware, (c) a Tracur malware,
and (d) a Ramnit malware. (A) and (b) show that two
malware of the same family have similar visual re-
presentations.

In total, two sets of attributes were extrac-
ted from the grayscale image of each sample that
describe the textures: Haralick (IMGI1), with 53
extracted traits; and the local binary standard at-
tributes (IMG2), with 108 extracted characteristics,
all of which are easy to process [10]. This extraction
used Mahotas as its image processing and computer
vision library [18].

Thus, the entropy (ENT), metadata (MD1), Hara-
lick (IMG1), and local binary standard (IMGZ2) classes




total 365 individual attributes. The source code of the
extraction software for these attributes can be found
in [10]. No initiatives were carried out to reduce di-
mensionality since these 365 attributes were selected
from the 1,805 attributes in [10].

Fig. 1 - Representation of malware in their respec-
tive families by grayscale images.

4.2 Definition of the training and test sets

The definition of the training and testing sets en-
tailed three steps to obtain suitable data subsets for
novelty detection.

Initially, selecting the malware family to play the
role of novelty proved to be challenging due to the
absence of formal definition or method for this task
to the best of our knowledge. It would be possible, for
example, to choose both the family with the smallest
number of samples and that with the greatest distance
from the centroids of other families (considering that
a set of attributes was selected). This research decided
to adopt the family with the smallest number of sam-
ples as the novelty.

Thus, Step Al chose samples belonging to family
5 (Simda) (Table 1). From this point on, this study re-
fers to this family as the novelty class, grouping the
other families into a single regular class.

Then, Step A2 divided the regular class into two

groups, composed of 85 and 15% of all samples by
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random extractive partitioning, respectively. Finally,
Step A3 defined the first group as the training set
(85% of the regular class samples) and the test set as
the union of the second (15% of the regular class sam-
ples) and the novelty classes (Simda).

As a result of this partitioning (Step 3), no sam-
ples of the novelty class belong to the training set. The
ratio between the number of samples in the training
and test group revolved around 6:1. Figure 2 shows
the steps above, with the numbers 1 to 9 representing
the nine malware families in Table 1.

Fig. 2 - Representation of the method to partition
the training and test sets.

Regular Novelty
Step Al
Step A2
Training Test
Step A3

4.3 Definition of the training and validation set

As in Section 2.2, detecting a novelty differs
from detecting an anomaly. While the latter inclu-
des samples to calibrate the machine learning pro-
cess, the former offers no such possibility. Thus, the
choice of the training and validation set should be
adapted to novelty detection so the several families
in the training set (Section 4.2) play the role of no-
velty class in the validation set. Thus, each family in
the training set would play the role of novelty class
in at least one iteration. As in the previous section,
this process entailed three steps (Figure 3).

Step B1 chose a family from the training set to
represent the novelty class, whereas the rest of the
samples represented the regular class. In Figure 3,
as an example, family 3 played the role of the novel-
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ty family. Step B2 divided the regular class into five
equally sized subsets by random extractive partitio-
ning. The idea of using five subsets is that, during
the training and validation of the model, the perfor-
mance will be the value of the average of the perfor-
mances in each subset. Next, each subset was divided
into two groups: the first with 90% of the samples
and the second with 10% of the samples.

Finally, Step B3 designated the first group (90% of
the samples) as the training set. On the other hand,
the validation set consists of the union of the second
group (10% of the samples) with a set of samples from
the novelty family defined in Step B1 (family 3 in Fi-
gure 3), randomly limiting its volume to 5% of the
total amount of the second group. Therefore, the va-
lidation set has regular and novelty samples. Again,
this study sought a ratio between training samples
and validation close to 6:1.

Fig. 3 - Method to select the training and valida-
tion sets for the novelty detection task. Family 3 ser-
ved as the novelty class.

Training
Regular Novelty
Step Bl
Step B2
Training Validation
Step B3

As each family will play the role of novelty, a total
of eight experiments will be carried out to define the
training/validation sets, as described above.
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4.4 Classifier parameter selection

This study adjusted the hyperparameters of this
model by simultaneously considering the result in the
eight training/validation experiments in Section 4.3.
Thus, this research created a criterion to accept a cer-
tain set of hyperparameters of a model.

Initially, P, is defined as a set of hyperparame-
ters in whichi={1,2,3 ... n} and n is the number
of attempts. To evaluate the learning process ba-
sed on these hyperparameters, three metrics were
established:

* Training Error Percentage (TEP): Error in the
training set, calculated by dividing the num-
ber of predictions outside the regular class and
the total number of elements of the training
class. The training dataset only has regular
class elements.

* Validation Error Percentage (VEP): Error in the
validation set, calculated by dividing the num-
ber of errors in the prediction of validation set
samples by the total number of validation set
samples. The validation set has both regular and
novelty samples.

*  Novelty Error Percentage (NEP): The novelty er-
ror is defined by dividing the number of errors
in predicting only the validation set novelty class
samples by the total number of novelty class sam-
ples in the validation set.

To accept a set of parameters P, the following cri-
teria were defined:

(TEP < 30%) A (VEP < 30%) A (NEP < 40%)

This criterion must be validated considering the
average of the TEP, VEP, and NEP for each of the ei-
ght experiments in Section 4.2. Note that the percen-
tage thresholds above were established after repeated
attempts.

Case P, meets the established criteria, it is selec-

ted. Otherwise, a new set of parameters P, is set

i+1

and the parameter selection process is restarted.
This study showed no intention to choose the best
possible model. It aimed to choose the one with

hyperparameters set to P, capable of being used in
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all eight experiments. The adopted assumption is
that the criterion for choosing hyperparameters P,
can generalize the final model and obtain a good re-
sult for unprecedented samples.

Finally, with the chosen set of hyperparameters P,
a model with the entire original training set (families
1,2,3,4,6, 7,8, and 9) is trained. Then, the test set
(family 5) is introduced to this model. To estimate the
performance of the model in the test suite, the follo-
wing metrics are defined:

Training Error Percentage (TEP): Error in the trai-
ning set, calculated by dividing the number of predic-
tions outside the regular class and the total number of
elements of the training class.

Test Error Percentage (TEPer): Error in the test set,
calculated by dividing the number of errors in the
prediction of training set samples by the total number
of validation set samples. The test set features regular
samples and novelty samples from family 5.

Novelty Error Percentage (NEP): novelty error,
i.e., family 5, defined by dividing the number of er-
rors in predicting only the test set novelty class sam-
ples by the total number of novelty class samples in
the test set.

9. Results

This section describes the results of the hyperpa-
rameters that were chosen in the previous section for
the support vector machine and Gaussian mixture
machine models. As in sections 2.3 and 2.4, this study
used the support vector machine and Gaussian mix-
ture models to detect anomalies and novelties despite
their rather different approaches, justitying the choi-
ce of these models to evaluate their behavior in a spe-
cific malware case. Note that this research evaluated
their performance both in samples from previously
identified families and in unprecedented samples.

5.1 Support Vector Machine Model

This study decided to use the RBF kernel for the
SVM model, as per [19]. The rest of the hyperpara-

meters that can be modified are (i) outliers (which

define the number of anomalies in the training set)
and (it) gamma (y) (which defines the chosen kernel).
As a probabilistic implementation of OneClassSVM
— as in [16] —, this study chose a conventional ver-
sion of this algorithm.

Then, the algorithm obtained its best results with
13% outliers and a 0.01 vy, following the method in
Section 4.4. Table 2 shows the results of the metrics
for the various validation sets. In each row, the metric
is averaged for five subsets, in which one of the eight
families plays the role of novelty (see Section 4.3).

The parameter selection phase finds that the worst
result occurs when family 6 (Tracur, with a 74.18% no-
velty error percentage) is novel. This may stem from
the Tracur malware family differing from the others
since they can primarily redirect online research,
download and execute files (including other malwa-
re), and allow for command-and-control actions on
the infected computer. Thus, Tracur family artifacts
differ from the others for their greater capacity for
malicious activities. As a result, the classifier may have
erroneously classified them into other families.

Since the average metrics result meets the criteria
in Section 4.4, this study chose this set of hyperpara-
meters to create a model that can consider the entire
training set in Section 4.2.

Table 2 - Training and validation error for SVM

Ramnit 13.14% 12.48% 6.08%
Lollipop 13.10%  13.97%  7.08%
Kelihos_ver3 13.21% 12.46% 0.00%
Vundo 13.17% 11.63% 1.41%
Tracur 13.18%  33.99% 74.18%
Kelihos_verl 13.14% 12.48% 6.08%
Obfuscator,ACY 13.27% 12.61% 3.92%
Gatak 13.19% 16.44% 15.73%
Mean: 13.18% 15.86% 13.43%
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Next, Table 3 shows the prediction in the test set
and the result of the metrics in this set. The SVM mo-
del solidly detected samples from the regular set but
shows a decreased performance in novelty detection.

Table 3 - SVM test error

Simda 13.17% 17.29%  26.19%

5.2 Gaussian mixtures model

Initially, a Gaussian mixture model with only one
Gaussian was used, which is equivalent to a simple
Gaussian model to detect novelties. Several attempts
were made to find the error threshold (¢) using the
approach described in Section 4.4, in which values
below this threshold indicate that the sample belongs
outside the regular class.

After several experiments, an error threshold was
reached € = p — 0.980, in which p is the average of
the weighted logarithms of the probabilities for each
training sample and o is the standard deviation of the
weighted logarithms of the probabilities for each trai-
ning sample. Table 4 shows the results of the metrics
for the various validation sets. Each row shows the
metric average for the five subsets in which each of
the eight families played the role of novelty.

Table 4 - Error training and validation for GMM-1

Ramnit 31.66% 30.91%  40.50%
Lollipop 91.64%  21.66%  10.97%
Kelihos_ver3 31.52%  32.51% 0.01%
Vundo 28.70% 29.04%  98.12%

Tracur 33.76% 35.16%  38.54%
Kelihos_verl 28.30%  28.72%  13.31%
ObfuscatorACY  29.40%  28.79%  88.71%
Gatak 26.256%  27.37T%  24.37%
Mean: 28.95% 18.97%  39.34%

The average result of the metrics met the criteria
in Section 4.4. The families that obtained the worst
result were Vundo and Obfuscator.ACY. A possible
reason for this error is that Gaussian distributions
are unable to approximate the distribution of the at-
tributes of these families. Thus, this set of hyperpa-
rameters were selected, creating a model that consi-
ders the entire training set, and then the prediction
was performed in the set of tests. Table 5 shows the
results for the test set.

Table 5 - Test error for GMM-1

Simda 27.79% 27.91%  19.05%

It can be preliminarily concluded that the Gaus-
sian model could detect novelties according to the cri-
teria to select parameters.

In any case, several experiments were carried
out varying the number of Gaussians in the GMM.
Models with 2, 4, 8, 16, 32, and 64 Gaussians were
tested. From 32 Gaussians onward no improvement
in training/validation occurred. Thus, Table 6 shows
the results of the metrics for the various validation

continuesets for 32 Gaussians.
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Table 6 - Training error for GMM-32

Ramnit 16.00%  30.25% 0.08%
Lollipop 8.57%  20.25%  14.98%
Kelihos_ver3 8.14%  21.69%  0.19%
Vundo 8.54% 18.86%  97.92%
Tracur 11.27% 21.09%  29.97%
Kelihos_verl 18.04% 27.26%  2.84%
Obfuscator.ACY 9.18%  18.84% 88.77%
Gatak 7.87%  17.74%  26.40%
Mean: 10.95% 22.00% 39.33%

Again, a large variation in the percentage of novel-
ty error occurred, as the case of GMM-1. The average
error percentage of the model with only one Gaussian
resembles the 32-Gaussian model.

The process of choosing and selecting hyperpara-
meters for the models with 2, 4, 8, 16, and 32 Gaus-
sians was carried out and the set of tests was applied
to each of these models. Table 7 shows these results.

Table 7 - Test error for 2,4,8,16, and 32 GMM

2 Simda 17.09% 18.13% 30.95%
4 Simda 27.22% 30.79% 28.57%
8 Simda 26.58% 28.09% 28.57%
16 Simda 21.00% 27.01% 28.57%
32 Simda 15.52% 25.15% 26.19%

If we only consider the number of errors in the
detection of novelties, GMM-2 showed 13 errors;
GMM-4, GMM-8, and GMM-16, 12 (28.57%); and
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GMM-32, 11 errors (26.19%). Thus, model training
and testing evince the slight outperformance of the
GMM-32 model. This was expected since the greater
the number of Gaussians, the better the model fits the
distribution of characteristics.

It is interesting to note that the model with a sin-
gle Gaussian better detected novelties, i.e., a model
that best fits the attribute distribution of the regular
set fails to necessarily offer the best model for novelty
detection. Also, both models (GMM-1 and GMM-32),
during parameter selection, showed the worst results
for classes 4 (Vundo) and 8 (Gatak) as novelties.

SVM, GMM-1, and GMM-32 results show that all
models adequately detected novelties according to
the criteria for choosing parameters and the difficulty
of detecting unprecedented samples (novelty).

In other words, SVM obtaining 26.19% NEP and
GMM-1, a 19.05% NEP equals claiming that SVM and
GMM-1 detected 73.81 and 80.95% of all novelties,
respectively, which is far better than no detection.

The SVM model seems to have a greater poten-
tial to detect novelties than the GMM model but both
showed compatible results.

6. Conclusion

Novelty detection is a complex task as it lacks an ob-
vious relation between parameter selection (by a trai-
ning and validation set) and testing results (by a test set).
Thus, this study used two classifier algorithms (GMM
and SVM) that satisfactorily detected novelties. Defining
training, validation, and testing sets and criteria for ac-
cepting hyperparameters was essential for these results.
This study employed an adequate method to choose pa-
rameters for each model, although more in-depth stu-
dies are needed since some experiments showed poor
results during selection (the Vundo and Gatak novelty
classes for GMM and the Tracur novelty class for SVM).

As a suggestion for future research, this study
proposes other attributes, a further development of
poor results in some experiments during parameter
selection, datasets with larger numbers of malware fa-
milies, and a probabilistic novelty SVM classifier, as

suggested in [16].
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